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Introduction
T his volume contains a set of tools that may be useful in conducting an evaluation of an
entity’s internal control system. The tools may be used in any of several ways:
• Individually, when evaluating a particular component, or together when evaluating all
components.
• In evaluating controls related to one category of controls, such as reliability of financial
reporting, or more than one category.
• When focusing on certain activities, such as procurement or sales, or all activities.
The evaluation tools are presented as follows:
• A set of blank tools, organized by component, along with one to assist in assembling the
results in making an overall evaluation.
• A Reference Manual designed to assist the evaluator in completing the “Risk Assessment
and Control Activities Worksheet.” Also presented is a generic business model which
serves as the organizational basis for the Reference Manual.
• Filled-in tools, depicting how they might be completed for a hypothetical company.
These evaluation tools are intended to provide guidance and assistance in evaluating internal
control systems in relation to criteria for effective internal control set forth in the Framework
volume of this report. Accordingly, users of these materials should be familiar with that
volume.
These tools are presented for purely illustrative purposes. They are not an integral part of the
Framework, and their presentation here in no way suggests that all matters addressed in them
need to be considered in evaluating an internal control system, or that all such matters must
be present in order to conclude that a system is effective. Similarly, there is no suggestion that
these tools are a preferred method to conduct and document an evaluation. Because facts and
circumstances vary between entities and industries, evaluation methodologies and documen
tation techniques will also vary. Accordingly, entities may use different evaluation tools, or use
other methodologies utilizing different evaluative techniques. For those entities that do plan
to use these tools in some way, it is suggested that they be used only as a starting point, and be
modified to reflect the particular facts, conditions and risks relevant to their own circum
stances.
These evaluation tools can be used by entities of any size. When used by small or mid-size
entities, the tailoring process should recognize that smaller entities tend to be less formal and
less structured than large organizations, that fewer organization levels will likely result in the
CEO and other key managers communicating more directly and continuously with lower level
personnel, and that these factors will affect the way control is exercised. The sample filled-in
tools contained in this volume have been completed using a hypothetical mid-size company
and may provide guidance to companies of such size in completing the tools.
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Blank Tools
Component Tools

Five evaluation tools are presented, one for each internal control component. A heading and
brief introduction identify each factor or significant element within a component.
Substantive issues to be addressed are contained under the column heading “points of focus.”
The points of focus are identified by the symbol •, and represent some of the more important
issues relevant to the component. Not all points of focus are relevant to every entity, and
additional issues will be relevant to some entities. It is suggested that the evaluator tailor the
points of focus to fit the entity’s facts and circumstances by adding, deleting or modifying
those provided in the tool.
Included under each point of focus are examples of subsidiary issues that might be considered
in addressing the point of focus. It is important to recognize that only a few examples of such
subsidiary issues are provided. Many others usually are relevant. The examples provided are
intended only to illustrate the types of items to consider.
The evaluator addresses each point of focus, considering the example subsidiary issues as
well as others not presented. Although one could record a response for each example
subsidiary issue, it is suggested that a response be provided only to the point of focus. The
“description/comments” column provides space to record a description of how matters
addressed in the point of focus are applied in the entity, and to record relevant comments. The
response generally will not be a “yes” or “no” answer, but rather information on how the entity
addresses the matter.
At the end of each section is a space to record a conclusion on the effectiveness of the related
controls, and any actions that might need to be taken or considered. Space is provided at the
end of each tool for similar information on the entire component.
Risk Assessment and Control Activities Worksheet

As noted in the evaluation tools for Risk Assessment and Control Activities, management
establishes objectives for each significant activity; analyzes risks to their achievement; estab
lishes plans, programs and other actions to address the risks; and puts in place control
activities to ensure that the actions are carried out. The tools for Risk Assessment and Control
Activities do not provide a vehicle to evaluate this process at the activity level. A separate
worksheet is provided to assist in this regard.
Management may or may not have already documented this process. If not, the worksheet
(pages 42 and 43) provides a vehicle to assist management in performing and documenting the
process. An evaluator then can review the completed worksheet. If management has no
documentation, the evaluator might consider preparing the worksheet (with the assistance of
management) in order to evaluate the process and associated linkages.
3

The Reference Manual (beginning on page 49) is designed to assist in identifying activitylevel objectives, analyzing the risks, and determining what actions might be taken and what
control activities put in place.
Overall Internal Control System Evaluation

An evaluation tool is provided to serve as a summary of the findings and conclusions for each
of the components, and to facilitate review of the preliminary results by more senior execu
tives and their addition of further information. Space for an overall conclusion on the internal
control system is provided.
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Control Environment
__________________ Points of Focus__________________________ Description/Comments
Integrity and Ethical Values

Management must convey the message that integrity
and ethical values cannot be compromised, and
employees must receive and understand that message.
Management must continually demonstrate, through
words and actions, a commitment to high ethical stand
ards.
• Existence and implementation of codes of
conduct and other policies regarding accept
able business practice, conflicts of interest,
or expected standards of ethical and moral
behavior. For example, consider whether:
• Codes are comprehensive, addressing conflicts of
interest, illegal or other improper payments, anti
competitive guidelines, insider trading.
• Codes are periodically acknowledged by all
employees.
• Employees understand what behavior is accept
able or unacceptable, and know what to do if they
encounter improper behavior.
• If a written code of conduct does not exist, the
management culture emphasizes the importance
of integrity and ethical behavior. This may be
communicated orally in staff meetings, in oneon-one interface, or by example when dealing
with day-to-day activities.
• Establishm ent of the “tone at the top’’—
including explicit moral guidance about what
is right and wrong—and extent of its commu
nication throughout the organization. For
example, consider whether:
• Commitment to integrity and ethics is communi
cated effectively throughout the enterprise, both
in words and deeds.
• Employees feel peer pressure to do the right
thing, or cut corners to make a “quick buck.”
5

• Management appropriately deals with signs that
problems exist, e.g., potential defective products
or hazardous wastes, especially when the cost of
identifying problems and dealing with the issues
could be large.
Dealings with employees, suppliers, custome r s , in v e s to r s , c r e d it o r s , in s u r e r s ,
competitors, and auditors, etc. (e.g., w hether
m anagem ent conducts business on a high
ethical plane, and insists that others do so, or
pays little attention to ethical issues). For
example, consider whether:
• Everyday dealings with customers, suppliers,
employees and other parties are based on hon
esty and fairness (e.g., customer’s overpayment or
a suppliers underbilling are not ignored, no
efforts are made to find a way to reject an
employee’s legitimate claim for benefits, and
reports to lenders are complete, accurate and not
misleading).
A ppropriateness of rem edial action taken in
response to departures from approved poli
cies and procedures or violations of the code
of conduct. Extent to which rem edial action
is com m u n icated or o th erw ise becom es
know n throughout the entity. For example,
consider whether:
• Management responds to violations of behavioral
standards.
• Disciplinary actions taken as a result of violations
are widely communicated in the entity. Employ
ees believe that, if caught violating behavioral
standards, they’ll suffer the consequences.
M anagem ent's attitude towards intervention
or overriding established controls. For exam
ple, consider whether:
• Management has provided guidance on the situa
tions and frequency with which intervention may
be needed.
6

• Management intervention is documented and
explained appropriately.
• Manager override is explicitly prohibited.
• Deviations from established policies are investi
gated and documented.
• P ressu re to m eet unrealistic perform ance
targets—particularly for short-term results
—and extent to which compensation is based
on achieving those perform ance targets. For
example, consider whether:
• Conditions such as extreme incentives or temp
tations exist that can unnecessarily and unfairly
test people’s adherence to ethical values.
• Compensation and promotions are based solely
on achievement of short-term performance tar
gets.
• Controls are in place to reduce temptations that
might otherwise exist.
Conclusions/Actions Needed

Commitment to Competence

Management must specify the level of competence
needed for particular jobs, and translate the desired
levels of competence into requisite knowledge and
skills.
• Form al or inform al job descriptions or other
m eans of defining tasks that comprise partic
ular jobs. For example, consider whether:
• Management has analyzed, on a formal or infor
mal basis, the tasks comprising particular jobs,
considering such factors as the extent to which
7

individuals must exercise judgment and the
extent of related supervision.
• Analyses of the knowledge and skills needed
to perform jobs adequately. For example, con
sider whether:
• Management has determined to an adequate
extent the knowledge and skills needed to per
form particular jobs.
• Evidence exists indicating that employees appear
to have the requisite knowledge and skills.
Conclusions/Actions Needed

Board of Directors or Audit Committee

An active and effective board, or committees thereof,
provides an important oversight function and, because
of management’s ability to override system controls, the
board plays an important role in ensuring effective
internal control.
• Independence from m anagement, such that
necessary, even if difficult and probing, ques
tions are raised. For example, consider whether:
• The board constructively challenges manage
ment’s planned decisions, e.g., strategic initiatives
and major transactions, and probes for explana
tions of past results (e.g., budget variances).
• A board that consists solely of an entity’s officers
and employees (e.g., a small corporation) ques
tions and scrutinizes activities, presents
alternative views and takes appropriate action if
necessary.
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Use of board committees where w arranted
by the need for more in-depth or directed
attention to particular m atters. For example,
consider whether:
• Board committees exist.
• They are sufficient, in subject matter and mem
bership, to deal with important issues adequately.
Knowledge and experience of directors. For
example, consider whether:
• Directors have sufficient knowledge, industry
experience and time to serve effectively.
Frequency and timeliness with which meet
ings a re held w ith chief fin an cial an d /o r
accounting officers, in tern al auditors and
e x te rn a l a u d ito rs. For example, consider
whether:
• The audit committee meets privately with the
chief accounting officer and internal and external
auditors to discuss the reasonableness of the
financial reporting process, system of internal
control, significant comments and recommenda
tions, and management’s performance.
• The audit committee reviews the scope of activi
ties of the internal and external auditors
annually.
Sufficiency and timeliness with which infor
m ation is provided to board or committee
m em bers, to allow m onitoring of m anage
m ent’s objectives and strategies, the entity’s
financial position and operating results, and
term s of significant agreements. For example,
consider whether:
• The board regularly receives key information,
such as financial statements, major marketing
initiatives, significant contracts or negotiations.
• Directors believe they receive the proper infor
mation.
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Sufficiency and tim eliness w ith which the
board or audit committee is apprised of sen
sitiv e in fo rm a tio n , in v e stig a tio n s an d
im proper acts (e.g., travel expenses of senior
officers, significant litigation, investigations
of regulatory agencies, defalcations, embez
z lem en t o r m isuse of c o rp o ra te assets,
violations of insider trading rules, political
payments, illegal payments). For example, con
sider whether:
• A process exists for informing the board of signif
icant issues.
• Information is communicated timely.
Oversight in determ ining the compensation
of executive officers and head of in ternal
audit, and the appointm ent and term ination
of those individuals. For example, consider
whether:
• The compensation committee approves all man
agement incentive plans tied to performance.
• The compensation committee, in joint consulta
tion with the audit committee, deals with
compensation and retention issues regarding the
chief internal auditor.
Role in establishing the appropriate “tone at
the top.” For example, consider whether:
• The board and audit committee are involved
sufficiently in evaluating the effectiveness of the
“tone at the top.”
• The board takes steps to ensure an appropriate
tone.
• The board specifically addresses management’s
adherence to the code of conduct.
Actions the board or committee takes as a
result of its findings, including special inves
tigation s as needed. For example, consider
whether:
• The board has issued directives to management
detailing specific actions to be taken.
• The board oversees and follows up as needed.
10

Conclusions/Actions Needed

M anagem ent’s Philosophy and Operating Style

The philosophy and operating style of management
normally have a pervasive effect on an entity. These are,
of course, intangibles, but one can look for positive or
negative signs.
• N a tu re of b u sin ess risk s accep ted, e.g.,
w hether m anagem ent often enters into p ar
ticularly high-risk ventures, or is extrem ely
conservative in accepting risks. For example,
consider whether:
• Management moves carefully, proceeding only
after carefully analyzing the risks and potential
benefits of a venture.
• Personnel tu rn o v er in key functions, e.g.,
o p eratin g , acco u n tin g , d a ta p ro cessin g ,
internal audit. For example, consider whether:
• There has been excessive turnover of manage
ment or supervisory personnel.
• Key personnel have quit unexpectedly or on
short notice.
• There is a pattern to turnover (e.g., inability to
retain key financial or internal audit executives)
that may be an indicator of the emphasis that
management places on control.
• M anagem ent’s attitude tow ard the data proc
e ssin g a n d a c c o u n tin g fu n c tio n s , an d
concerns about the reliability of financial
rep o rtin g and safeguarding of assets. For
example, consider whether:
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• The accounting function is viewed as a neces
sary group of “bean counters,” or as a vehicle for
exercising control over the entity’s various activi
ties.
• The selection of accounting principles used in
financial statements always results in the highest
reported income.
• If the accounting function is decentralized, oper
ating management “sign off” on reported results.
• Unit accounting personnel also have responsibil
ity to central financial officers.
• Valuable assets, including intellectual assets and
information, are protected from unauthorized
access or use.
F requency of in teractio n betw een senior
m anagem ent and operating m anagem ent,
particularly when operating from geographi
cally removed locations. For example, consider
whether:
• Senior managers frequently visit subsidiary or
divisional operations.
• Group or divisional management meetings are
held frequently.
A ttitu d e s and actio n s to w ard fin a n c ia l
reporting, including disputes over applica
tion of accounting treatm ents (e.g., selection
of conservative versus liberal accounting
policies; w hether accounting principles have
been misapplied, im portant financial infor
m ation not disclosed, or records m anipulated
or falsified). For example, consider whether:
• Management avoids obsessive focus on short
term reported results.
• Personnel do not submit inappropriate reports to
meet targets (e.g., salespeople submitting orders
to meet targets, knowing customers will return
goods in the next period).
• Managers do not ignore signs of inappropriate
practices.
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• Estimates do not stretch facts to the edge of
reasonableness and beyond.
Conclusions/Actions Needed

Organizational Structure

The organizational structure shouldn’t be so simple that
it cannot adequately monitor the enterprise’s activities
nor so complex that it inhibits the necessary flow of
information. Executives should fully understand their
control responsibilities and possess the requisite expe
rience and levels of knowledge commensurate with
their positions.
• A ppropriateness of the entity’s o rganiza
tional structure, and its ability to provide the
necessary inform ation flow to m anage its
activities. For example, consider whether:
• The organizational structure is appropriately
centralized or decentralized, given the nature of
the entity’s operations.
• The structure facilitates the flow of information
upstream, downstream and across all business
activities.
• A dequacy of definition of key m anagers’
responsibilities, and their understanding of
these responsibilities. For example, consider
whether:
• Responsibilities and expectations for the entity’s
business activities are communicated clearly to
the executives in charge of those activities.
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• Adequacy of knowledge and experience of
key managers in light of responsibilities. For
example, consider whether:
• The executives in charge have the required
knowledge, experience and training to perform
their duties.
• Appropriateness of reporting relationships.
For example, consider whether:
• Established reporting relationships—formal or
informal, direct or matrix—are effective, and
they provide managers information appropriate
to their responsibilities and authority.
• The executives of the business activities have
access to communication channels to senior
operating executives.
• Extent to which modifications to the organi
zation al stru ctu re are m ade in light of
changed conditions. For example, consider
whether:
• Management periodically evaluates the entity’s
organizational structure in light of changes in the
business or industry.
• Sufficient numbers of employees exist, par
ticularly in management and supervisory
capacities. For example, consider whether:
• Managers and supervisors have sufficient time to
carry out their responsibilities effectively.
• Managers and supervisors work excessive over
time, and are fulfilling the responsibilities of
more than one employee.
Conclusions/Actions Needed
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Assignment o f Authority and Responsibility

The assignment of responsibility, delegation of author
ity and establishment of related policies provide a basis
for accountability and control, and set forth individuals’
respective roles.
• Assignm ent of responsibility and delegation
of authority to deal with organizational goals
and objectives, operating functions and regu
latory requirem ents, including responsibility
for inform ation systems and authorizations
for changes. For example, consider whether:
• Authority and responsibility are assigned to
employees throughout the entity.
• Responsibility for decisions is related to assign
ment of authority and responsibility.
• Proper information is considered in determining
the level of authority and scope of responsibility
assigned to an individual.
• A ppropriateness of control-related stand
ards and procedures, including employee job
descriptions. For example, consider whether:
• Job descriptions, for at least management and
supervisory personnel, exist.
• They contain specific references to controlrelated responsibilities.
• A ppropriate num bers of people, particularly
with respect to data processing and account
ing functions, with the requisite skill levels
relative to the size of the entity and nature
and complexity of activities and systems. For
example, consider whether:
• The entity has an adequate workforce—in num
bers and experience—to carry out its mission.
• A ppropriateness of delegated authority in
relatio n to assigned responsibilities. For
example, consider whether:
• There is an appropriate balance between author
ity needed to “get the job done” and the
involvement of senior personnel where needed.
15

• Employees at the “right” level are empowered to
correct problems or implement improvements,
and empowerment is accompanied by appro
priate levels of competence and clear boundaries
of authority.
Conclusions/Actions Needed

Human Resource Policies and Practices

Human resource policies are central to recruiting and
retaining competent people to enable the entity’s plans
to be carried out so its goals can be achieved.
• Extent to which policies and procedures for
hiring, training, prom oting and compensat
ing em ployees a re in place. For example,
consider whether:
• Existing personnel policies and procedures result
in recruiting or developing competent and trust
worthy people necessary to support an effective
internal control system.
• The level of attention given to recruiting and
training the right people is appropriate.
• When formal documentation of policies and
practices does not exist, management communi
cates expectations about the type of people to be
hired or participates directly in the hiring proc
ess.
• Extent to which people are made aw are of
th eir responsibilities and expectations of
them. For example, consider whether:
16

• New employees are made aware of their respon
sibilities and management’s expectations of
them.
• Supervisory personnel meet periodically with
employees to review job performance and sug
gestions for improvement.
A ppropriateness of rem edial action taken in
response to departures from approved poli
cies and procedures. For example, consider
whether:
• Management’s response to failures to carry out
assigned responsibilities is appropriate.
• Appropriate corrective action is taken as a result
of non-adherence to established policies.
• Employees understand that ineffective perfor
mance will result in remedial consequences.
Extent to which personnel policies address
adherence to appropriate ethical and m oral
standards. For example, consider whether:
• Integrity and ethical values is a criterion in per
formance appraisals.
A d eq u acy of em ployee c a n d id a te b a ck 
ground checks, particularly with regard to
prior actions or activities considered to be
unacceptable by the entity. For example, con
sider whether:
• Candidates with frequent job changes or gaps in
employment history are subjected to particularly
close scrutiny.
• Hiring policies require investigation for a crimi
nal record.
Adequacy of employee retention and prom o
tio n c rite ria and in fo rm atio n -g a th erin g
techniques (e.g., perform ance evaluations)
and relation to the code of conduct or other
behavioral guidelines. For example, consider
whether:
17

• Promotion and salary increase criteria are
detailed clearly so that individuals know what
management expects prior to promotions or
advancement.
• Criteria reflect adherence to behavioral stand
ards.
Conclusions/Actions Needed

Component Summary—Conclusions/Actions Needed
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Risk Assessment
__________________ Points of Focus__________________________ Description/Comments
Entity-W ide Objectives

For an entity to have effective control, it must have
established objectives. Entity-wide objectives include
broad statements of what an entity desires to achieve,
and are supported by related strategic plans. Describe
the entity-wide objectives and key strategies that have
been established.
• Extent to which the entity-wide objectives
provide sufficiently broad statements and
guidance on w hat the en tity d esires to
achieve, yet which are specific enough to
relate directly to this entity. For example, con
sider whether:
• Management has established entity-wide objec
tives.
• The entity-wide objectives are different than
generic objectives that could apply to any entity
(e.g., generate sufficient cash flow to service debt,
or produce a reasonable return on investment).
• E ffectiveness with which the entity-wide
objectives are communicated to employees
and board of directors. For example, consider
whether:
• Information on the entity-wide objectives is dis
seminated to employees and the board of
directors.
• Management obtains feedback from key manag
ers, other employees and the board signifying
that communication to employees is effective.
• Relation and consistency of strategies with
entity-wide objectives. For example, consider
whether:
• The strategic plan supports the entity-wide
objectives.
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• It addresses high level resource allocations and
priorities.
• Consistency of business plans and budgets
w ith entity-wide objectives, strategic plans
and current conditions. For example, consider
whether:
• Assumptions inherent in the plans and budgets
reflect the entity’s historical experience and
current conditions.
• Plans and budgets are at an appropriate level of
detail for each management level.
Conclusions/Actions Needed

Activity-Level Objectives

Activity-level objectives flow from and are linked with
the entity-wide objectives and strategies. Activity-level
objectives are frequently stated as goals with specific
targets and deadlines. Objectives should be established
for each significant activity, and those activity-level
objectives should be consistent with each other.
• L inkage of activity-level objectives w ith
entity-wide objectives and strategic plans.
For example, consider whether:
• Adequate linkage exists for all significant activi
ties.
• Activity-level objectives are reviewed from time
to time for continued relevance.
• Consistency of activity-level objectives with
each other. For example, consider whether:
20

• They are complementary and reinforcing within
activities.
• They are complementary and reinforcing
between activities.
Relevance of activity-level objectives to all
significant business processes. For example,
consider whether:
• Objectives are established for key activities in
the flows of goods and services and support
activities.
• Activity-level objectives are consistent with past
practices and performances or with industry or
functional analogues, or the reasons for variance
have been considered.
• Objectives are established for each significant
activity. These activities may include, among
others (the activities listed derive from a generic
business model, pages 52 to 55; illustrative objec
tives for each of these activities are presented in
the Reference Manual, pages 57 to 129):
Inbound
Operations
Outbound
Marketing and Sales
Service
Procurement
Technology Development
Human Resources
Manage the Enterprise
Manage External Relations
Provide Administrative Services
Manage Information Technology
Manage Risks (of accident or other insurable
loss)
Manage Legal Affairs
Plan
Process Accounts Payable
Process Accounts Receivable
Process Funds
Process Fixed Assets
Analyze and Reconcile
21

Process Benefits and Retiree Information
Process Payroll
Process Tax Compliance
Process Product Costs
Provide Financial and Management
Reporting
Specificity of activity-level objectives. For
example, consider whether:
• Objectives include measurement criteria.
Adequacy of resources relative to objectives.
For example, consider whether:
• Management has identified the resources needed
to achieve the objectives.
• Plans exist for acquiring necessary resources
(e.g., financing, personnel, facilities, technology).
Identification of objectives that are im por
tant (critical success factors) to achievement
of entity-wide objectives. For example, consider
whether:
• Management has identified what must go right,
or where failure must be avoided, for entity-wide
objectives to be achieved.
• Capital spending and expense budgets are based
on management’s analysis of the relative impor
tance of objectives.
• The objectives serving as critical success factors
provide a basis for particular management focus.
Involvement of all levels of m anagem ent in
objective setting and extent to which they are
committed to the objectives. For example, con
sider whether:
• Managers participate in establishing activity
objectives for which they are responsible.
• Procedures exist to resolve disagreements.
• Managers support the objectives, and do not have
“hidden agendas.”
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Conclusions/Actions Needed

Risks

An entity’s risk-assessment process should identify and
consider the implications of relevant risks, at both the
entity level and the activity level. The risk-assessment
process should consider external and internal factors
that could impact achievement of the objectives, should
analyze the risks, and provide a basis for managing
them.
• Adequacy of mechanisms to identify risks
arising from external sources. For example,
consider whether management considers risks
related to:
• Supply sources
• Technology changes
• Creditor’s demands
• Competitor’s actions
• Economic conditions
• Political conditions
• Regulation
• Natural events
• Adequacy of mechanisms to identify risks
arising from internal sources. For example,
consider whether management considers risks
related to:
• Human resources, such as retention of key man
agement personnel or changes in responsibilities
that can affect the ability to function effectively.
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• Financing, such as availability of funds for new
initiatives or continuation of key programs.
• Labor relations, such as compensation and bene
fit programs to keep the entity competitive with
others in the industry.
• Information systems, such as the adequacy of
back-up systems in the event of failure of systems
that could significantly affect operations.
• Identification of significant risks for each
significant activity-level objective. (Consider
risks identified with respect to each of the activities
identified under “activity-level objectives”; illustra
tive risks relative to common objectives are
presented in the Reference Manual, pages 57 to
129.)
• T h o ro u g h n ess and relevance of the risk
analysis process, including estim ating the
significance of risks, assessing the likelihood
of their occurring and determ ining needed
actions. For example, consider whether:
• Risks are analyzed through formal processes or
informal day-to-day management activities.
• The identified risks are relevant to the corre
sponding activity objective.
• Appropriate levels of management are involved
in analyzing the risks.
Conclusions/Actions Needed
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Managing Change

Economic, industry and regulatory environments
change and entities’ activities evolve. Mechanisms are
needed to identify and react to changing conditions.
• Existence of mechanisms to anticipate, iden
tify and react to routine events or activities
that affect achievement of entity or activitylevel objectives (usually im plem ented by
m anagers responsible for the activities that
would be most affected by the changes). For
example, consider whether:
• Routine changes are addressed as part of the
normal risk identification and analysis process, or
through separate mechanisms.
• Risks and opportunities related to the changes
are addressed at sufficiently high levels in the
organization so their full implications are identi
fied and appropriate action plans formulated.
• All activities within the entity significantly
affected by the change are brought into the proc
ess.
• E xistence of m echanism s to identify and
react to changes that can have a m ore dra
matic and pervasive effect on the entity, and
may demand the attention of top m anage
ment. For example, for each of the following areas
of potential change, consider whether:
Changed operating environment:
• Market research or other programs identify major
shifts in customer demographics, preferences or
spending patterns.
• The entity is aware of significant shifts in the
workforce—externally or internally—that could
affect available skill levels.
• Legal counsel periodically updates management
on the implications of new legislation.
New personnel:
• Special action is taken to ensure new personnel
understand the entity’s culture and perform
accordingly.
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• Consideration is given to key control activities
performed by personnel being moved.
New or redesigned information systems:
• Mechanisms exist to assess the effects of new
systems.
• Procedures are in place to reconsider the appro
priateness of existing control activities when new
computer systems are developed and go “live.”
• Management knows whether systems develop
ment and implementation policies are adhered to
despite pressures to “short-cut” the process.
• Attention is given to the effect of new systems on
information flows and related controls, and
employee training, including focus on employee
resistance to change.
Rapid growth:
• Systems capability is upgraded to handle rapidly
increasing volumes of information.
• Workforce in operations, accounting and data
processing is expanded as needed to keep pace
with increased volume.
• A process for revising budgets or forecasts exists.
• A process exists for considering interdepartmen
tal implications of revised unit objectives and
plans.
New technology:
• Information on technological developments is
obtained through reporting services, consultants,
seminars or perhaps joint ventures with compa
nies in the forefront of research and development
relevant to the entity.
• New technologies, or applications, developed by
competitors are monitored.
• Mechanisms exist for taking advantage, and con
trolling the use, of new technology applications,
incorporating them into production processes or
information systems.
New lines, products, activities and acquisitions:
• The ability exists to reasonably forecast operat
ing and financial results.
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• The adequacy of existing information systems
and control activities for the new line, product or
activity is assessed.
• Plans are developed for recruiting and training
people with the requisite expertise to deal with
new products or activities.
• Procedures are in place to track early results, and
to modify production and marketing as needed.
• Financial reporting, legal and regulatory require
ments are identified and complied with.
• The effects on other company products, and on
profitability, are monitored.
• Overhead allocations are modified to reflect
product contribution accurately.
Corporate restructuring:
• Staff reassignments or reductions are analyzed
for their potential effect on related operations.
• Transferred or terminated employees’ control
responsibilities are reassigned.
• Impact on morale of remaining employees, after
major downsizing, considered.
• Safeguards exist to protect against disgruntled
former employees.
Foreign operations:
• Management keeps abreast of the political, regu
latory, business and social culture of areas in
which foreign operations exist.
• Personnel are made aware of accepted customs
and rules.
• Alternative procedures exist in case activities of
or communication mechanisms with foreign
operations are interrupted.
Conclusions/Actions Needed
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Control Activities
Points of Focus

Description/Comments

Control activities encompass a wide range of policies
and the related implementation procedures that help
ensure that management’s directives are effected. They
help ensure that those actions identified as necessary to
address risks to achieve the entity’s objectives are
carried out.
• Existence of appropriate policies and proce
dures necessary with respect to each of the
entity’s activities.
All relevant objectives and associated risks for each
significant activity should have been identified in
conjunction with evaluating Risk Assessment. Ref
erence may be made to the Reference Manual
(pages 57 to 129) which presents, for common busi
ness activities, illustrative objectives, risks, and
“points of focus for actions/control activities.” The
listings in that latter column may be useful in iden
tifying what actions management has directed to
address the risks, and considering the appropriate
ness of control activities the entity applies to see
that the actions are carried out. It should be recog
nized that points of focus for general controls (or
general computer controls) are presented in the
Reference Manual under the activity “Manage
Information Technology”
• Identified control activities in place are being
applied properly. For example, consider whether:
• Controls described in policy manuals are actually
applied and are applied the way that they’re sup
posed to be.
• Appropriate and timely action is taken on excep
tions or information that requires follow-up.
• Supervisory personnel review the functioning of
controls.
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Information and Communication
Points of Focus

Description/Comments

Inform ation

Information is identified, captured, processed and
reported by information systems. Relevant information
includes industry, economic and regulatory information
obtained from external sources, as well as internally
generated information.
• O btaining ex tern al and in tern al inform a
tio n , a n d p ro v id in g m a n a g e m e n t w ith
n ecessary rep o rts on the en tity ’s p e rfo r
mance relative to established objectives. For
example, consider whether:
• Mechanisms are in place to obtain relevant
external information—on market conditions,
competitors’ programs, legislative or regulatory
developments and economic changes.
• Internally generated information critical to
achievement of the entity’s objectives, including
that relative to critical success factors, is identi
fied and regularly reported.
• The information that managers need to carry out
their responsibilities is reported to them.
• Providing inform ation to the right people in
sufficient detail and on time to enable them
to carry out their responsibilities efficiently
and effectively. For example, consider whether:
• Managers receive analytical information that
enables them to identify what action needs to be
taken.
• Information is provided at the right level of detail
for different levels of management.
• Information is summarized appropriately, provid
ing pertinent information while permitting
closer inspection of details as needed rather than
just a “sea of data.”
• Information is available on a timely basis to allow
effective monitoring of events and activities—
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internal and external—and prompt reaction to
economic and business factors and control
issues.
• Development or revision of inform ation sys
te m s b a s e d o n a s t r a t e g i c p la n fo r
inform ation system s—linked to the entity’s
overall strategy—and responsive to achiev
in g th e e n tity -w id e a n d a c tiv ity -le v e l
objectives. For example, consider whether:
• A mechanism (e.g., an information technology
steering committee) is in place for identifying
emerging information needs.
• Information needs and priorities are determined
by executives with sufficiently broad responsibil
ities.
• A long-range information technology plan has
been developed and linked with strategic initia
tives.
• M anagements support for the development
of necessary inform ation systems is demon
strated by the com m itm ent of appropriate
resources—hum an and financial. For example,
consider whether:
• Sufficient resources (managers, analysts, pro
grammers with the requisite technical abilities)
are provided as needed to develop new or
enhanced information systems.
Conclusions/Actions Needed
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Communication

Communication is inherent in information processing.
Communication also takes place in a broader sense,
dealing with expectations and responsibilities of indi
viduals and groups. Effective communication must
occur down, across and up an organization and with
parties external to the organization.
• Effectiveness with which employees’ duties
and control responsibilities are communi
cated. For example, consider whether:
• Communication vehicles—formal and informal
training sessions, meetings and on-the-job supervision—are sufficient in effecting such
communication.
• Employees know the objectives of their own
activity and how their duties contribute to
achieving those objectives.
• Employees understand how their duties affect,
and are affected by, duties of other employees.
• Establishment of channels of communication
for people to report suspected improprieties.
For example, consider whether:
• There’s a way to communicate upstream through
someone other than a direct superior, such as an
ombudsman or corporate counsel.
• Anonymity is permitted.
• Employees actually use the communication
channel.
• Persons who report suspected improprieties are
provided feedback, and have immunity from
reprisals.
• Receptivity of management to employee sug
gestions of ways to enhance productivity,
quality or other similar improvements. For
example, consider whether:
• Realistic mechanisms are in place for employees
to provide recommendations for improvement.
• Management acknowledges good employee sug
gestions by providing cash awards or other
meaningful recognition.
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A dequacy of co m m u n icatio n a cro ss the
organization (for example, between procure
m ent and p ro d u ctio n activities) and the
completeness and timeliness of inform ation
and its sufficiency to enable people to dis
charge their responsibilities effectively. For
example, consider whether:
• Salespeople inform engineering, production and
marketing of customer needs.
• Accounts receivable personnel advise the credit
approval function of slow payers.
• Information on competitors’ new products or
warranties reach engineering, marketing and
sales personnel.
Openness and effectiveness of channels with
customers, suppliers and other external p ar
ties for com m u n icatin g in fo rm atio n on
changing custom er needs. For example, con
sider whether:
• Feedback mechanisms with all pertinent parties
exist.
• Suggestions, complaints and other input are cap
tured and communicated to relevant internal
parties.
• Information is reported upstream as necessary
and follow-up action taken.
Extent to which outside parties have been
made aw are of the entity’s ethical standards.
For example, consider whether:
• Important communications to outside parties are
delivered by management level commensurate
with the nature and importance of the message
(e.g., senior executive periodically explains in
writing the entity’s ethical standards to outside
parties).
• Suppliers, customers and others know the entity’s
standards and expectations regarding actions in
dealing with the entity.
• Such standards are reinforced in routine dealings
with outside parties.
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• Improprieties by employees of external parties
are reported to the appropriate personnel.
• Timely and appropriate follow-up action by
m anagem ent resu ltin g from com m unica
tions received from custom ers, vendors,
reg u lato rs o r o th er e x te rn a l p arties. For
example, consider whether:
• Personnel are receptive to reported problems
regarding products, services or other matters,
and such reports are investigated and acted
upon.
• Errors in customer billings are corrected, and the
source of the error is investigated and corrected.
• Appropriate personnel—independent of those
involved with the original transactions—process
complaints.
• Appropriate actions are taken and there is follow
up communication with the original sources.
• Top management is aware of the nature and vol
ume of complaints.
Conclusions/Actions Needed

Component Summary—Conclusions/Actions Needed
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Monitoring
Points of Focus

Description/Comments

Ongoing M onitoring

Ongoing monitoring occurs in the ordinary course of
operations, and includes regular management and
supervisory activities, and other actions personnel take
in performing their duties that assess the quality of
internal control system performance.
• Extent to which personnel, in carrying out
their regular activities, obtain evidence as to
w hether the system of internal control con
tin u e s to fu n c tio n . For example, consider
whether:
• Operating management compares production,
inventory, sales or other information obtained in
the course of their daily activities to systemsgenerated information.
• Integration or reconciliation of operating infor
mation used to manage operations with data
generated by the financial reporting system.
• Operating personnel are required to “sign off” on
the accuracy of their units’ financial statements,
and are held responsible if errors are discovered.
• Extent to which communications from exter
nal parties corroborate internally generated
inform ation, or indicate problems. For exam
ple, consider whether:
• Customers implicitly corroborate billing data by
paying their invoices, or customer complaints
about billings—indicating system deficiencies in
the processing of sales transactions—are investi
gated for their underlying causes.
• Communications from vendors and monthly
statements of accounts payable are used as a
control monitoring technique.
• Suppliers’ complaints of unfair practices by pur
chasing agents are fully investigated.
• Regulators communicate information to the
entity regarding compliance or other matters
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that reflect on the functioning of the internal
control system.
• Controls that should have prevented or detected
the problems are reassessed.
Periodic com parison of am ounts recorded by
the accounting system with physical assets.
For example, consider whether:
• Inventory levels are checked when goods are
taken from inventory storage for shipment, and
differences betw een recorded and actual
amounts are corrected.
• Securities held in trust are counted periodically
and compared with existing records.
R esponsiveness to in te rn a l and e x te rn al
a u d ito r re c o m m e n d a tio n s on m ean s to
stren g th en in te rn a l controls. For example,
consider whether:
• Executives with proper authority decide which of
the auditors’ recommendations will be imple
mented.
• Desired actions are followed up to verify imple
mentation.
Extent to which training sem inars, planning
sessions and other m eetings provide feed
back to m anagem ent on w hether controls op
erate effectively. For example, consider whether:
• Relevant issues and questions raised at training
seminars are captured.
• Employee suggestions are communicated
upstream and acted on as appropriate.
W hether personnel are asked periodically to
state w hether they understand and comply
with the entity’s code of conduct and regu
larly perform critical control activities. For
example, consider whether:
• Personnel are required periodically to acknowl
edge compliance with the code of conduct.
• Signatures are required to evidence performance
of critical control functions, such as reconciling
specified amounts.
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• Effectiveness of internal audit activities. For
example, consider whether:
• There are appropriate levels of competent and
experienced staff.
• Their position within the organization is appro
priate.
• They have access to the board of directors or
audit committee.
• Their scope, responsibilities and audit plans are
appropriate to the organization’s needs.
Conclusions/Actions Needed

Separate Evaluations

It is useful to take a fresh look at the internal control
system from time to time, focusing directly on system
effectiveness. The scope and frequency of separate
evaluations will depend primarily on an assessment of
risks, and ongoing monitoring procedures.
• Scope and frequency of separate evaluations
of the internal control system. For example,
consider whether:
• Appropriate portions of the internal control sys
tem are evaluated.
• The evaluations are conducted by personnel
with the requisite skills.
• The scope, depth of coverage and frequency are
adequate.
• A ppropriateness of the evaluation process.
For example, consider whether:
• The evaluator gains a sufficient understanding of
the entity’s activities.
• An understanding is obtained of how the system
is supposed to work and how it actually does
work.
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• An analysis is made, using the evaluation results
as measured against established criteria.
• W hether the methodology for evaluating a
system is logical and appropriate. For example,
consider whether:
• Such methodology includes checklists, question
naires or other tools.
• The evaluation team is brought together to plan
the evaluation process and ensure a coordinated
effort.
• The evaluation process is managed by an execu
tive with requisite authority.
• A ppropriateness of the level of docum enta
tion. For example, consider whether:
• Policy manuals, organization charts, operating
instructions and the like are available.
• Consideration is given to documenting the evalu
ation process.
Conclusions/Actions Needed

Reporting Deficiencies

Internal control deficiencies should be reported
upstream with certain matters reported to top manage
ment and the board.
• Existence of mechanism for capturing and
reporting identified in tern al control defi
ciencies. For example, consider whether means
exist for obtaining reports on deficiencies:
• From both internal sources and external sources
(e.g., customers, suppliers, auditors, regulators).
• Resulting from ongoing monitoring or separate
evaluations.
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• A ppropriateness of reporting protocols. For
example, consider whether:
• Deficiencies are reported to the person directly
responsible for the activity and to a person at
least one level higher.
• Specified types of deficiencies are reported to
more senior management and to the board.
• A ppropriateness of follow-up actions. For
example, consider whether:
• The transaction or event identified is corrected.
• The underlying causes of the problem are inves
tigated.
• There is follow-up to ensure the necessary cor
rective action is taken.
Conclusions/Actions Needed

Component Summary—Conclusions/Actions Needed
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Risk Assessment and Control Activities Worksheet
Activity:

Objectives
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O,F,C

Risk Analysis
Risk Factors

Likelihood

Actions/
Control Activities/
Comments

Other
Objectives
Affected

Evaluation
and
Conclusion
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Overall Internal Control System Evaluation
Internal Control Components

Preliminary Conclusions/
Actions Needed
(see individual
evaluation tools)

Additional Considerations

C o ntrol E n v iro n m en t—
D oes m anagem ent
adequately convey the mes
sage that integrity cannot be
compromised? Does a posi
tive control environment
exist, whereby there is an
attitude of control conscious
n e s s th r o u g h o u t th e
organization, and a positive
“tone at the top”? Is the com
petence of the entity’s people
commensurate with their
responsibilities? Are man
agement’s operating style, the
way it assigns authority and
responsibility and organizes
and develops its people
appropriate? Does the board
provide the right level of
attention?
R isk A ssessm en t —Are
entity-wide objectives and
supporting activity-level
objectives established and
linked? Are the internal and
external risks that influence
the success or failure of the
achievement of the objec
tives identified and assessed?
Are mechanisms in place to
identify changes affecting
the entity’s ability to achieve
its objectives? Are policies
and procedures modified as
needed?
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Internal Control Components

C ontrol A ctiv ities—Are
control activities in place to
ensure adherence to estab
lish e d p o licy and th e
carrying out of actions to
address the related risks? Are
there appropriate control
activities for each of the
entity’s activities?
In fo rm a tio n and C o m 
m u n i c a t i o n — A re
information systems in place
to identify and capture perti
nent information —financial
and nonfinancial, relating to
external and internal events
—and bring it to personnel in
a form that enables them to
carry out their responsibili
ties? Does communication of
relevant information take
place? Is it clear with respect
to expectations and responsi
bilities of individuals and
groups, and reporting of
results? And does communi
cation occur down, across
and upward in the entity, as
well as between the entity
and other parties?

46

Preliminary Conclusions/
Actions Needed
(see individual
evaluation tools)

Additional Considerations

Internal Control Components

Preliminary Conclusions/
Actions Needed
(see individual
evaluation tools)

Additional Considerations

M onitoring —Are appro
priate procedures in place to
monitor on an ongoing basis,
or to periodically evaluate
the functioning of the other
components of internal con
trol? A re d e fic ie n c ie s
reported to the right people?
Are policies and procedures
modified as needed?
Overall Conclusion
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Reference Manual
T h is Reference Manual is designed to assist an evaluator in completing the “Risk Assess
ment and Control Activities Worksheet” (pages 42 and 43 of the Blank Tools).
The Reference Manual, starting on page 57, presents, for common business activities, illustra
tive objectives, risks and “points of focus for actions/control activities ” The listings in this last
column may be useful in identifying actions addressing the risks, and related control activities
that help ensure the actions are carried out. This last column also includes performance
indicators that may be particularly useful in effecting control. The second, “O, F, C” column
indicates the category into which the objectives fall (O—operations, F—financial reporting,
and C—compliance). These categorizations are not precise, and may vary with circumstances.
The manual does not purport to list every activity-level objective, risk or point of focus. It may,
however, be helpful in identifying relevant items.
Generic Business Model

The activities covered in the Reference Manual are based on a generic model of a business
enterprise (pages 52 to 55). The generic business model depicts major activities, and is
organized in levels, from a high level view of an enterprise to increasingly more detailed
views.
Exhibit 1, the context level, is the highest level. At this level, the model depicts the interac
tions of an enterprise with external parties:
• Vendors and candidates for employment provide resources used to bring goods and
services to market.
• A number of other external parties influence the enterprise, including other sources of
consumption, public bodies, collaborators, investors and competitors.
Exhibit 2, the activity level, depicts major activities within the enterprise, comprising five
basic value chain activities, supported by four infrastructure activities. Each activity receives,
performs operations on and transmits goods, services or information. Between vendors and
buyers, value chain activities include (page references are to the location in which these
activities are addressed in the Reference Manual):
Page
57-61
Inbound Activities
62-65
Operations
66-70
Outbound Activities
71-74
Marketing and Sales
75-77
Service
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Infrastructure activities—supporting the value chain activities—include:
Page
Administration (this activity is broken down into its subactivities in Exhibit 3)
Human Resources
85-88
Technology Development
83-84
Procurement
78-82
Exhibit 3 focuses on the administration activity, depicting its subactivities. These are:
Page
Manage Finance (this activity is broken down further into Control, Treasury,
Tax and Audit; the Control unit is depicted in further detail in Exhibit 4)
Manage the Enterprise
89-90
Manage External Relations
91
Provide Administrative Services
92
Manage Information Technology
93-98
Manage Risks (of accident or other insurable loss)
99-100
Manage Legal Affairs
101-102
Plan
103-104
Exhibit 4 depicts the various administration controllership subactivities:
Page
Process Accounts Payable
105-106
Process Accounts Receivable
107-108
Process Funds
109-114
Process Fixed Assets
115-116
Analyze and Reconcile
117
Process Benefits and Retiree Information
118-119
Process Payroll
120-122
Process Tax Compliance
123-124
Process Product Costs
125-127
Provide Financial and Management Reporting
128-129
The generic business model serves two purposes. As noted, it provides a structure for the
Reference Manual. The activities, transactions and information flows depicted in the model
form the basis for the manual.
The generic business model can also be used as a starting point for an evaluator to under
stand an entity’s activities and their relationships to one another and to outside parties, and
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the information that is generated and used to help control those activities. When used in this
way, the generic business model should be tailored to fit the entity being evaluated. It should
be modified or augmented with additional information particular to the entity, such as
systems flowcharts, to better understand the entity’s activities and information flows. This
understanding can, in turn, facilitate an analysis of the risks associated with each activity, and
can help to identify points in the system where control should be effected. Those risks, and
the entity’s related control activities, can be used to help management complete the “Risk
Assessment and Control Activities Worksheet.”
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Generic Business Model—Context Level

Exhibit 1
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Source: Competitive Advantage. M.E. Porter; and C & L interpretation

Generic Business Model—Activity Level

Exhibit 2
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NOTE: Numbers depict other portions of the business model not illustrated.

Generic Business Model—Administration Activities

Exhibit 3
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NOTE: Numbers depict other portions of the business model not illustrated.

*Not shown: internal supporting documents.
“ Includes payments to employees and retirees, and to tax authorities.

Generic Business Model—Administration Activities

Exhibit 4

Reference Manual
Activity: INBOUND
Objectives
Manage Logistics

1. Ensure that materials
received and related
information are proc
essed and promptly
made available to
production, stores or
other departments

O,F,C

Risks

O,F

Plans and schedules are
not communicated to
inbound activities, or do
not clearly identify when
or where materials are
needed

Information on materi
als receiv ed is not
entered into the infor
mation system accu
rately or on a timely
basis

Points of Focus for
Actions/Control Activities

Specify on plans and sched
ules w hat m aterials are
needed, and when they are
needed
Communicate all plans and
schedules to inbound activi
ties
Summarize material require
ments and submit them to
receiving periodically
Maintain material routing
procedures for received items
Provide inbound activities
with nonroutine material
routing instructions
Monitor production problems
related to unavailable materi
als and parts (performance
indicator)
Consider implementing Justin-T ime or a similar inventory
and production management
philosophy
M aintain procedures for
promptly updating inventory
records
Match dates on receiving
information and inventory
information and follow up as
appropriate
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Objectives

O,F,C

Risks

2. E nsure purchase
orders not filled on a
tim ely b asis are
investigated

O

Purchase orders are lost
or not forw arded to
inbound activities
Due date information is
not available

3. C o m p le te ly and
accurately document
goods received and
goods returned

O,F

Lost receiving reports or
lost shipping records

Receive

4. Accept only items
that were properly
ordered

5. Accept only materi
als that m eet pur
chase order specifi
cations
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O

O

Purchase order informa
tion is not made avail
able to inbound activi
ties

Points of Focus for
Actions/Control Activities

Periodically verify that pre
numbered receiving docu
ments have been entered in
the information system
Purchase orders are prenum
bered and missing documents
are investigated
M aintain open purchase
order information in a manner
that facilitates identification
of purchase orders remaining
unfilled past the due date
Prenumber documents and
investigate missing docu
ments

Compare materials received,
including verification of
quantities received, to prop
erly approved purchase
orders. Do not accept materi
als not properly ordered
Monitor instances of invoices
presented for payment when
m aterials were accepted
w ithout a valid purchase
order (performance indica
tor)
Purchase order specifi M aintain current lists of
specifications to be used in
cations are unclear
inspecting and testing goods

Objectives

0,F,C

Risks

Materials are not tested
for specification compli
ance

6. Ensure that all mate
rials transferred from
the receiving activity
to other activities are
recorded

O,F

Transfer procedures do
not require preparation
of supporting documen
tation
Transfer documentation
may be lost

7. S afeguard goods
received

0,F

Inadequate physical
security over goods
received

Points of Focus for
Actions/Control Activities

Verify specifications with
purchasing or other appro
priate personnel
Monitor production problems
related to substandard mate
rials (performance indicator)
Establish testing procedures,
as appropriate, for all materi
als ordered
Monitor production problems
related to substandard mate
rials and parts (performance
indicator)
Require appropriate docu
mentation of materials trans
ferred from receiving to other
business activities
Prenumber documents and
investigate missing docu
ments
Periodically count materials
on hand and reconcile with
perpetual records; investigate
any differences (performance
indicator)
Maintain physical security
over goods received
Segregate custodial and
record-keeping functions
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Objectives

O,F,C

8. Ensure that vendor,
inventory and pur
chase order informa
tion is accurately
updated to reflect
receipts

O,F

9. R etu rn re je c te d
items promptly

O

10. C o m p le te ly and
accurately document
all transfers to and
from storage

O,F

60

Risks_________

Points of Focus for
Actions/Control Activities

Receiving information Prenumber receiving docu
may be lost
ments and investigate miss
ing documents
Periodically identify and
investigate open purchase
orders
Periodically count inventory
and reconcile with perpetual
inventory records; investigate
differences (performance
indicator)
Receiving information Periodically verify accuracy of
may be entered inaccu vendor, inventory and open
rately in the information purchase order information
system, or may not be Periodically ensure informa
timely
tion is being entered into the
inform ation system on a
timely basis
Inadequate or untimely Maintain appropriate proce
in spection of item s dures for inspecting items
received
received
Incomplete or inaccu Transfer docum entation
rate information regard accompanies all transfers;
ing materials transferred stores or other activities per
to/from storage
sonnel verify materials and
Transfer documents may quantities received
Prenumber transfer docu
be lost
ments and investigate miss
ing documents
Periodically count materials
and reconcile with perpetual
records. Investigate differ
ences (performance indica
tor)

Objectives

O,F,C

Risks

11. Appropriately requi O,F Inadequate transfer or
requisition procedures
sition all goods to be
transferred to opera
tions
12. Properly transfer all O,F,C Requisitions may be lost
m aterials requisi
tioned
Materials not requisi
tioned are transferred
13. Maintain safe work C
ing conditions and
storage of hazardous
materials

Points of Focus for
Actions/Control Activities

Transfer materials only on the
basis of a properly approved
requisition

Prenumber requisitions and
investigate missing docu
ments
Verify that material received
complies with approved req
uisition
Inadequate safety con Maintain relevant policies
consistent with Occupational
siderations
Safety and Health Adminis
tration (OSHA) and other
pertinent laws and regula
tions, approved by technical
and legal personnel, and
monitor compliance
Follow up on reported safety
concerns
Maintain appropriate proce
dures for handling and storing
hazardous materials
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Activity: OPERATIONS
______ Objectives______

O,F,C

Manage and Schedule Operations

1. Schedule operations
to minimize inven
tory and to ensure
sufficient availability
of completed prod
ucts in a timely man
ner
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O

Risks

Points of Focus for
Actions/Control Activities

Poor communication Use standard documents to
with marketing regard prepare and communicate
ing sales forecasts
sales forecasts
Ensure that production per
sonnel receive all sales fore
casts
Compare production sched
ules to sales forecasts to
ensure scheduled timing and
production quantities are
appropriate
Several products com Determine production priori
pete for concurrent pro ties based on established cri
duction
teria or management judg
ment
Evaluate adequacy of produc
tion capacity
Approve all produ ction
schedules
Insufficient or excess Use formalized communica
raw m aterials due to tion channels to inform pro
poor communication curement of material require
with procurement, or ments, including quantities
inaccurate or untimely and dates m aterials are
material requirem ent required
forecasts
Compare material require
ment forecasts with produc
tion schedule and product
bills of materials; consider
effect of lead times required
to obtain materials

Objectives

2. M inimize produc
tion downtime

O,F,C

O

Risks

Poorly maintained, mis
used or obsolete equip
ment

Inadequate skilled labor
Natural or other disas
ters

Points of Focus for
Actions/Control Activities

Establish and adhere to accu
rate and realistic production
schedules
Consider the costs/benefits of
establishing a Just-in-Time
system, or similar production
and inventory management
philosophy
Monitor instances of insuffi
cient or excessive raw materi
als inventory (performance
indicator)
Maintain equipment in accor
dance with an established
preventative maintenance
program
Periodically evaluate produc
tion equipment in light of
repairs and maintenance cost,
capacity, breakdowns, obso
lescence and other factors.
Consider the costs/benefits of
acquiring new equipment
Train employees in the proper
use of equipment
Monitor instances of produc
tion downtime due to equip
ment failure (performance
indicator)
Train existing employees to
perform various tasks
Maintain and update contin
gency and natural disaster
plans
Periodically test such plans
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Objectives
Perform Operations

O,F,C

3. Produce product in
appropriate quanti
ties and in accor
dance with specifica
tions and production
schedules

O

4. Comply with Occu
pational Safety and
Health Administra
tion (OSHA) laws
and regulations

O,C

Assure Quality

5. Product is produced
in accordance with
q u a lity c o n tro l
standards

64

O

Risks

Points of Focus for
Actions/Control Activities

Quantities to be pro Use standardized documents
duced are not communi to prepare and communicate
cated clearly
production plans and direc
tives
Inappropriate or unclear Use standardized documents
specifications
to com m unicate product
specifications
Excessive work steps/ Consider methods to simplify
operations
production, such as imple
mentation of Just-in-Time
principles
Pressure to meet pro Upper management supports,
duction deadlines
in statements and actions,
safety considerations
Enforce disciplinary action on
employees who violate safety
procedures
M onitor safety violations
(performance indicator)
Lack of awareness of Conduct periodic training
sessions
laws and regulations
Post laws, regulations and
company policy in conspicu
ous locations
Production processes do
not include procedures
designed to ensure qual
ity production

Integrate quality assurance
procedures into production
processes
S tandardize production
processes to the ex ten t
practicable

Objectives

O,F,C

Risks

Points of Focus for
Actions/Control Activities

Product is difficult to Design product with appro
priate consideration given to
produce
potential production difficul
ties
Inadequate product Test sufficient quantities of
each production run to ensure
testing
compliance with quality con
trol standards
Monitor defect rates (perfor
mance indicator)
Quality problems are Test products using person
not discovered or appro nel independent of produc
priately reported during tion processes
the production process Monitor customer qualityrelated returns and com
plaints (performance indica
tor)
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Activity: OUTBOUND
Objectives
Process Orders

O,F,C

1. Process orders only
for customers who
are authorized for
credit

O

2. Process orders accu
rately and e x p e 
ditiously

o

3. Process only valid
customer orders

O,F

4. Process all approved
orders

O

Store Product

5. P ro tect products
from damage

O

Risks

Incomplete, untimely or Credit authorization systems
inaccurate credit infor that provide accurate and
mation
timely customer information
regarding approved credit
limits, current balances due,
age of receivable balance and
other pertinent information
Inaccurate or untimely Use current pricing and
pricing and inventory inventory information
information
Untimely processing of Prenumber order forms and
order information
periodically follow up on
those not processed in a rea
sonable time frame
Customer order infor Verify customer order infor
mation may be unclear, mation with appropriate mar
inaccurate or incom keting/sales personnel; con
tact customer if necessary
plete
Customer orders may Verify appropriate marketing/
not be authorized
sales personnel approved cus
tomer order
Order documentation is Prenum ber order forms;
investigate missing docu
lost
ments
Employee carelessness
Handling and storage
procedures, including
storage containers, facil
ities and maintenance,
are inappropriate for the
nature of the products
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Points of Focus for
Actions/Control Activities

Monitor damage caused by
employee carelessness (per
formance indicator)
Store products in containers
and facilities designed with
consideration for product fea
tures and legal and regulatory
requirements

Objectives

O,F,C

Risks

E m ployees are not
familiar with handling
and storage require
ments or procedures

6. Store products to
fa c ilita te tim ely
order processing

O

Improper organization
of storage facility
Insufficient storage
capacity

7. Materials are han
dled and stored in
com pliance w ith
applicable laws and
regulations

C

Employees may not be
aware of applicable laws
and regulations

Inappropriate handling
and storage policies and
procedures

Points of Focus for
Actions/Control Activities

Create appropriate mainte
nance procedures and sched
ules for the nature of the stor
age facility
Communicate handling and
storage policies and proce
dures clearly to sto re ’s
employees
M onitor compliance with
handling and storage policies
and procedures (performance
indicator)
Design and maintain efficient
warehouse layout to facilitate
order fulfillment
Minimize product inventory
while enabling timely order
fulfillment
Identify the appropriate num
ber and location of ware
houses
Legal counsel, or other quali
fied personnel, provide infor
mation regarding applicable
laws and regulations
Periodic training regarding
legal and regulatory require
ments
Review of handling and stor
age procedures by legal
counsel or other qualified
personnel

67

Objectives

8. Maintain complete
and accurate records
of product stored and
available for ship
ment

O,F,C

O,F

Risks

Product moved into or
out of storage may not
be d o c u m e n te d or
recorded
Product may be moved
into or out of storage
without proper authori
zation

Ship Product

9. Obtain proper prod
ucts and quantities
from storage
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O

Points of Focus for
Actions/Control Activities

Monitor accidents or prob
lems due to inappropriate
handling or storage policies or
procedures (performance
indicator)
Product transfer documents
are required for movements of
product into or out of storage.
Such documents are prenum
bered, and missing docu
ments are investigated
Physical security measures to
prevent unauthorized addi
tion to or removal of product
from storage
Periodically count product in
storage and reconcile to per
petual records. Investigate
differences between physical
count and accounting records

Improper products or Compare products and quan
improper quantities are tities retrieved from storage
retrieved from storage with the customer order and/
or product requisition
Product is unavailable in Maintain perpetual product
inventory records. Notify
sufficient quantity
operations or other appro
p ria te p e rso n n e l w hen
inventory drops below a pre
determined level

Objectives

O,F,C

Risks

10. Ensure product is
packed properly to
minimize damage

O

Packing materials, con
tainers or procedures are
inappropriate for the
nature of the product or
method of shipment

11. Ship only those prod
ucts that are autho
rized for shipment

o

Incomplete or inaccu
rate information from
order processing
Unordered or unautho
rized p ro d u cts are
included in customer
shipment

12. Deliver products in
the most efficient
manner

O

Disruption of normal
shipping channels
Inaccurate or incom
plete shipping docu
ments
Use of inefficient ship
ping methods

13. All shipm ents are
accurately d o cu 
m ented, and such
docum entation is
f o r w a r d e d to
accounts receivable
on a timely basis

O,F

Incorrect information is
entered on shipping doc
umentation

Points of Focus for
Actions/Control Activities

Use packing materials, con
tainers or procedures that
were designed giving consid
eration to the nature of the
product and method of ship
ment
Compare documents autho
rizing product shipment with
customer order
Compare products to cus
tomer order prior to shipment
Monitor customer returns or
billing disputes relating to
products delivered but not
ordered (performance indica
tor)
Identify alternative shipping
arrangements
Review shipping documents
for completeness and com
pare to customer order for
accuracy before shipment
Periodically review shipping
alternatives and identify the
most efficient alternative
Compare shipping document
information with customer
order inform ation before
shipment
Independent verification of
shipping document informa
tion before shipment
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Objectives

14. Ensure timely ship
m ent of custom er
order

70

O,F,C

O

Risks

Points of Focus for
Actions/Control Activities

Shipping documents are Prenumber shipping docu
ments and investigate miss
lost
ing documents
Order or shipping docu Prenumber order and ship
mentation may be lost ping documents; investigate
missing documents

Activity: MARKETING AND SALES
Objectives

O,F,C

Risks

1. Design m arketing
strategies giving con
sideration to compet
itive, regulatory,
business environ
ment or other factors
that may influence
the entity’s market
ing activities, and
potential changes in
those factors

O,C

Inadequate information
regarding factors that
may in flu e n c e th e
entity’s marketing strat
egy

2. Identify potential
and existing custom
ers, and develop
marketing strategies
to influence those
parties to purchase
the entity’s products
or services

O

Inaccurate, untimely or
unavailable information
regarding pricing, prod
ucts, actual or potential
customers, advertising
and promotion

3. M aintain delivery
capabilities for deliv
ery of products to
c u s to m e rs on a
timely basis at the
least distribution
cost

O

L im ited num ber of
appropriate distributors

Manage Marketing Activities

Poor performance of dis
tributors

Points of Focus for
Actions/Control Activities

Retain marketing personnel
experienced in the entity’s
industry
Promote active membership
in industry, trade or profes
sional associations
Monitor legal and regulatory
initiatives that may affect the
entity
Conduct market research,
and monitor and analyze eco
nomic, customer and industry
trends
Conduct market research
Evaluate pricing strategies
vis-a-vis competitors’ prod
ucts and pricing
Evaluate the effectiveness of
advertising and promotion
(performance indicator)
Communication of product
capabilities, enhancements or
new products from technol
ogy development personnel
Identify and evaluate alterna
tive distribution arrange
ments
Communicate appropriate
customer information to dis
tributors to ensure timely
delivery
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Objectives

4. A d d ress m ark e t
needs for product,
including introduc
tion of new products,
and continuance,
changes to or discon
tinuance of existing
products

O,F,C

O

Risks

Lack of or inaccurate
information regarding
competitive products or
potential new products

Products become obso
lete

Lack of product demand

Lack of inform ation
regarding profit margins
and/or sales prices

72

Points of Focus for
Actions/Control Activities

Monitor distributors’ perfor
mance in the context of the
entity’s overall marketing
strategy
Conduct market research,
including existence of com
petitive products, products
under development and cus
tomer preferences
Promote active membership
in industry, trade or profes
sional associations
Conduct market research,
focusing on com petitors’
technical innovations and
customers’ acceptance of or
preference for such innova
tions
Monitor the trend of product
sales by the entity and the
industry
Evaluate advertising and pro
motion effectiveness
Conduct market research
Communicate information
needs to accounting, manage
ment information systems
and other appropriate person
nel
Monitor profit margins and
sales prices for signs of com
petitive price pressures

Objectives
Manage Sales Activities

5. Implement market
ing strategies effec
tively

6. Meet or exceed sales
targets in an efficient
manner

O,F,C

Risks

O

Sales personnel are
unaware of marketing
strategies
Sales personnel disre
gard marketing strate
gies

O

Sales personnel are
unaware of potential
customers
Salespeople lack knowl
edge about product fea
tures or benefits
Incomplete or inaccu
rate customer informa
tion

Points of Focus for
Actions/Control Activities

Com m unicate m arketing
strategies to sales personnel
Establish sales quotas, com
missions and other compen
sation, or other performance
criteria in such a manner that
failure to implement market
ing strategies results in
substandard performance
evaluations and compensa
tion, and positive implemen
tation of strategies results in
increased compensation and
recognition
Communication of market
research results from market
ing to sales personnel
Provide product awareness
training
Retain qualified and experi
enced sales staff
Maintain customer informa
tion system, including name,
address, phone number, con
tact, size, locations, history of
previous orders, plans to
expand or change the busi
ness, or other information
that could be useful in mar
keting the entity’s products or
services
Periodically verify the accu
racy of customer information
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Objectives

7. Forward all sales
orders to outbound
activities and service
in a timely manner

74

O,F,C

O

Risks

Points of Focus for
Actions/Control Activities

Salespeople perform Retain qualified and experi
enced salespeople
poorly
Organize salesforce and align
territories in most efficient
manner
Sales orders are lost
Prenumber sales orders and
investigate missing docu
ments

Activity: SERVICE
Objectives
Provide Customer Service

O,F,C

1. H andle custom er
in q u irie s e x p e 
ditiously and effi
ciently

O

2. Satisfy customer ser
vice needs so as to
fu rth er sales and
marketing objectives

o

In stall

o

3. M ake authorized
in s ta lla tio n s
correctly, efficiently
and on a timely basis

Risks

Points of Focus for
Actions/Control Activities

Inadequate information Maintain accurate and timely
systems
product and customer infor
mation
Untrained staff
Provide staff with initial and
periodic product and cus
tomer service training
Customer service representa
tives present favorable image
to customers and are knowl
edgeable about products
Poor organization of Organize customer service
c u s to m e r s e rv ic e department in most efficient
department
manner (e.g., along product
lines, geographical lines, etc.)
Lack of awareness of Customer service representa
sales and m arketing tives understand the objec
tives common to marketing,
objectives
sales and customer service
Untrained staff

Product unavailability

Provide installers with initial
and periodic training regard
ing installation techniques
and product features
Monitor customer complaints
regarding product installation
(performance indicator)
Coordinate scheduled instal
lations with operations’ pro
duction schedule and ship
pings’ delivery schedule
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Objectives

O,F,C

Risks

Points of Focus for
Actions/Control Activities

Inaccurate or unavail Compare installation authori
able customer informa zation documents with cus
tomer orders to verify infor
tion
mation accuracy and review
such documents for complete
ness
Prenum ber in sta llatio n
authorization documents and
investigate missing docu
ments
Unavailability of service Schedule installations and
staff utilization to minimize
personnel
costs
Provide W arranty Service

4. Warranty policies are
consistent with mar
keting and financial
strategies
5. In v e s tig a te and
respond to requests
for se rv ic e on a
timely basis and in
acco rd an ce w ith
warranties

76

O

O

Inaccurate market infor Make certain that market
information developed by
mation
marketing is considered when
establishing warranties
F o recast sta ffin g level
Insufficient staff
requirements
Monitor adequacy of staffing,
overtime, workloads
U n c o m m u n ic a te d Communicate changes in
changes in warranty pol product warranty policies to
appropriate personnel
icies

Objectives

O,F,C

Provide Post-Warranty Service

6. C ustom er service
representatives use
up-to-date pricing
and other product
information

O

7. In v e s tig a te and
respond to requests
for services in the
most efficient man
ner and on a timely
basis

O

Risks

Points of Focus for
Actions/Control Activities

Unavailable or inaccu Update pricing information
rate information
on order processing systems
on a daily basis
Provide customer representa
tives access to order proces
sing systems
Insufficient number of M aintain proper staffing
customer service repre levels and organize the cus
sentatives or service tomer service department in
personnel
the most efficient manner
Improperly trained ser Properly train staff
vice personnel
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Activity: PROCUREMENT
Objectives______
Select Vendor

1. Identify and pur
chase from vendors
capable of meeting
the entity’s needs

78

O,F,C

Risks

O

In a d e q u a te vendo r
screening, including
periodic requalification
of existing vendors,
relating to vendors’ abili
ties to meet:
• Technical specifica
tions
• Q u an tity req u ire 
ments
• Price
• Delivery dates/lead
time
• Service

Points of Focus for
Actions/Control Activities

Investigate and periodically
update vendor capabilities
regarding production quality
and capacity, price (including
volume or cash discounts and
payment terms), order leadtime requirements, current
and former customer satisfac
tion, financial condition,
management stability, possi
ble legal restrictions on pro
viding the materials required
and pending litigation
Periodically update vendor
information based on vendor
perform ance in m eeting
terms and specifications of
contracts or purchase orders
(e.g., tim ely delivery of
acceptable items, correction
of errors or problems, and ser
vice)
Appropriate review of pur
chase orders
Monitor production problems
related to out-of-stock materi
als and to material specifica
tions (performance indicator)
M o n ito r fre q u e n c y of
returned purchases (perfor
mance indicator)

Objectives

O,F,C

Risks

Points of Focus for
Actions/Control Activities

Develop data on alternative
vendors and periodically
reevaluate vendor selection
decisions
Specify procedures for notifi
cation by vendors of potential
performance problems and
for appropriate investigation
and follow-through
M aintain updated vendor
information
Review and approve purchase
orders
Institute and monitor code of
conduct
Consider ways to simplify
vendor investigation proce
dures
Timely communication to
procurement of operations’ or
other activities’ needs
Utilize forward contracts
Identify alternate vendors
Utilize long-term needs anal
ysis

2. Purchase items only
from legally qualified
vendors and in con
formity with applica
ble laws, regulations
and contracts

O,C

Unavailable or inaccu
rate information about
fraudulent acts or other
improper activities of
vendors

3. E nsure ad eq uate
supply of materials

O

Poor communication of
operations’ or other
activities’ needs
Vendors’ inability to pro
vide needed quantities
due to other higher-pri
or it y or de r s or an
interruption in their own
supplies

O

Inappropriate produc Review existing and revised
specifications by technical
tion specifications
personnel

Purchase

4. O rder item s th at
m eet appropriate
specifications
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Objectives

5. Pay a p p ro p ria te
prices

80

O,F,C

O

Risks

Points of Focus for
Actions/Control Activities

Monitor and analyze produc
tion problems related to
material specifications (per
formance indicator); exam
ples of performance indica
tors include com paring
current-period data on pro
duction stoppages and slow
downs, rush orders, spoilage,
and material price and quan
tity variances to prior-period
data, peer or industry data,
budgets, or other pre-estab
lished goals
Communicate production
specifications to procurement
personnel
A ppropriate review and
approval of contracts and pur
chase orders
Out-of-date or incom Obtain competitive bids for
plete price information each acquisition periodically
Consider volume purchases
by determining total usage of
similar materials; combine
orders to obtain volume dis
count
Appropriate review of pur
chase orders
Monitor material price var
iances (performance indica
tor)
Use hedging or forward con
tracts

Objectives

O,F,C

6. Order appropriate
quantities at appro
priate times

O

7. Update vendor infor
mation completely
and accurately to
reflect open p u r
chase orders

O

8. R e c e iv e ite m s
ordered on a timely
basis (see also objec
tive no. 2 of Inbound
activities)

O

________ Risks

Points of Focus for
Actions/Control Activities

Unavailable or inaccu
rate inform ation on
inventory levels or pro
duction needs

Maintain accurate perpetual
inventory records
Match periodic production
schedules to inventory infor
mation and order lead-time
requirements
Appropriate review of pur
chase orders
Use forecasts
Consider implementing Justin-T ime or a similar inventory
and production management
philosophy
Information on issued Route copies of purchase
purchase orders is not orders to appropriate person
clearly or completely nel
communicated
Purchase orders are not Prenumber purchase orders
entered into the system and periodically verify their
entry into the system. Inves
on a timely basis
tigate unusual time delays in
entering data
Unavailable or inaccu Specify shipment mode and
rate inform ation on delivery date on purchase
items ordered but not orders
received
Prenumber and account for
purchase orders
Match receiving information
with purchase order informa
tion and promptly follow
through on ou tstan d in g
orders
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Objectives

9. Record authorized
p u rc h a se o rd ers
completely and accu
rately
10. Prevent unautho
rized use of purchase
orders

82

O,F,C

O,F

O,F

Risks

Points of Focus for
Actions/Control Activities

Monitor vendor performance
in terms of timely delivery;
follow up in cases of poorly
performing vendors
Purchase orders may be Prenumber and account for
purchase orders
lost
Inadequate policies and Prenumber and account for
procedures to prevent purchase orders
unauthorized use
Maintain physical security of
purchase orders
Approve purchase orders
Notify vendors of company
personnel authorized to
approve purchase orders

Activity: TECHNOLOGY DEVELOPMENT
Objectives

O,F,C

Risks

1. Identify existing
te c h n o l o g y or
develop new tech
nology to satisfy
product needs as
identified by market
ing, or operating or
management proc
esses needs as identi
fied by other activi
ties
2. Maintain a high level
of knowledge regard
ing current techno
logical developments
that may affect the
entity

O

Product or processes
needs are not effectively
communicated to Tech
nology Development

O,C

Points of Focus for
Actions/Control Activities

Clear com m unication of
needs and opportunities to
Technology Development
Identify needs by appropriate
activities
Technology Develop Retain personnel who are
ment personnel do not adequately qualified to fulfill
have technical ability to their responsibilities
id en tify or develop
appropriate technology
Management does not Monitor business, technical
have access to informa and industry literature
tion relating to current Attend technical seminars,
technological develop conferences, trade meetings,
ments
expositions and similar meet
ings
Periodically summarize tech
nological developments and
distribute to appropriate per
sonnel
Technology Develop Regularly communicate infor
m ent personnel may mation, including nature of
acquire or have knowl the program, status, manager,
edge that would be use anticipated use of technology
ful in a development and any other pertinent infor
program other than that mation regarding ongoing or
with which they are planned research or develop
ment programs
associated

83

Objectives

O,F,C

3. Ensure that devel
oped technology
does not v iolate
existing patents

C

4. Commit resources to
those projects antici
pated to have the
greatest expected
return for the entity

O

84

Risks

Points of Focus for
Actions/Control Activities

Technology may not be Detailed technology specifi
adequately defined
cations, plans, drawings,
schematics or other technical
data are created, to the extent
possible, in the concept or
early stages of development,
and are modified as neces
sary throughout the project
Relevant patents may Communicate technical data
not be identified
to legal counsel for use when
conducting patent searches
Existing patents may be Appropriate management
disregarded
review and approval of all
technology projects
Technology develop A ppropriate technology
ment projects do not project review and approval
support entity-w ide
objectives or strategies
Technology develop Clear and complete commu
ment management are nication from management
unaware of project prior regarding priorities
ities

Activity: HUMAN RESOURCES
Objectives

O, F , C _________Risks

Manage Human Resource Programs

1. Comply with applica
ble laws, regulations
and company poli
cies

c

Management or supervi
sory p e rso n n el are
unaware of legal and
regulatory requirements
and company policies
Management or supervi
sory personnel ignore
legal and regulatory
requirements or com
pany policies

2. M aintain records
th at dem onstrate
com pliance w ith
applicable laws and
regulations

C

Human resource per
sonnel are unaware of
the records that must be
retained to demonstrate
compliance with appli
cable laws and regula
tions
Records are lost or pre
maturely destroyed

Points of Focus for
Actions/Control Activities

Require supervisory and
management personnel to
attend training on labor laws
and regulations and company
personnel policies
Periodic review of policies
and procedures by legal coun
sel for compliance with appli
cable legal and regulatory
requirements
Encourage personnel to
report suspected violations of
laws, regulations or company
policies
Take appropriate disciplinary
actions for violations of legal
or regulatory requirements
Human resource personnel
are subject to periodic train
ing regarding legal and regu
latory requirements
Human resource personnel
have appropriate training and
experience prior to being
hired
F ile and re ta in hum an
resource records in accor
dance with laws, regulations
and good business practice
Logs, checklists or other
appropriate tools are used to
ensure appropriate records
are received and retained
85

Objectives

O,F,C

Risks

Inaccurate or incom
plete inform ation is
acquired and retained
Record-keeping require
ments are disregarded

3. Maintain confiden
tia lity of hum an
resource information

o,c

Human resource records
are not subject to proper
security procedures

Human resource per
sonnel divulge confiden
tial information

86

Points of Focus for
Actions/Control Activities

Access to human resource
records is restricted to autho
rized personnel
Review and approve all files
selected for disposition
Review validity, accuracy and
completeness of information
received and retained in the
form of records
Take appropriate disciplinary
or other action when legal or
regulatory requirements or
company policies are disre
garded
Restrict access to human
resource records to autho
rized personnel
Require proper security
codes to gain access to confi
dential records maintained on
electronic media; change such
access codes frequently
Monitor personnel accessing
human resource records
Subject individuals who pro
vide confidential information
to unauthorized persons to
disciplinary actions
Restrict access to confidential
information to those persons
who need such information to
discharge their responsibili
ties

Objectives______

4. Maintain employee
tu r n o v e r at an
acceptable level

Plan and Acquire Personnel

5. Acquire sufficient
number of appropri
ately qualified per
sonnel

Points of Focus for
Actions/Control Activities

O,F,C

Risks

O

Compensation and ben
e fits are less th an
offered by other compa
nies

O

Over- or underqualified Maintain appropriate candi
candidates may be hired date identification, screening
and hiring practices
M ain tain ad eq u a te job
descriptions and hiring cri
teria that can be used to mea
sure and compare candidates’
q u alificatio n s w ith job
requirements
Lack of awareness of Investigate and review poten
entity’s current human tial candidates inside the
entity before considering
resources
external candidates

Review and evaluate com
pensation and benefits on a
regular basis
Compare compensation and
benefits with those offered by
other companies within the
industry and within the local
geographical area
Seek employee feedback
about their needs
Employees may not feel Periodic, standardized per
their efforts are noticed formance evaluations and
career counseling
or appreciated
Institute compensation pro
grams that reflect past perfor
mance and capacity for future
development
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Objectives

O,F,C

Risks

Points of Focus for
Actions/Control Activities

Lack of qualified candi Identify and retrain qualified
personnel currently perform
dates
ing other job functions
Establish networks and can
didate sources outside of the
local geographical area
T h e e n tity may be Regularly update future staff
unaware of its future ing requirements as part of
staffing needs
ongoing business planning
Labor organizations Continually identify union
may call for strikes or demands and issues and take
work slowdowns
reasonable steps to avoid
labor disputes
Identify viable alternative
sources of labor in the event
of a labor dispute
Train and Develop Employees

6. Ensure employees
receive adequate
training to discharge
their responsibilities
effectively

O

7. Ensure staff receive
adequate feedback
regarding their per
formance and career
development

O
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Training requirements Solicit opinions and ideas of
may not be adequately management, supervisors
identified
and employees to identify
training needs
M onitor perform ance or
other problems that may indi
cate training deficiencies
Staff are not evaluated Periodically evaluate perfor
on regular or tim ely mance and provide career
basis
counseling

Activity: MANAGE THE ENTERPRISE
Objectives

O,F,C

Risks

1. Design and imple
ment strategies that
allow achievement of
entity-wide objec
tives

O

Incomplete or inaccu
rate information regard
ing changes affecting
the entity, such as com
petition, products, cus
tomer preferences, or
legal and regulatory
changes

Lack of understanding
of critical success factors
Insufficient or inappro
priate resources
Inadequate attention to
relationships with share
holders, investors or
other outside parties

Points of Focus for
Actions/Control Activities

Develop a strategic plan that
incorporates senior manage
ment’s vision for the company
Periodically evaluate direc
tion and priorities set by
senior management to make
certain they are still valid
Communicate information
regarding competitors, prod
ucts, customers, and legal and
regulatory changes to all rele
vant activities
Establish communication,
down, up and across the orga
nization, to allow prompt
identification and resolution
of problems that im pede
achievem ent of strategic
objectives
Identify and analyze critical
success factors from an
industry and entity stand
point
Identify and maintain ade
quate supply of internal
resources and ensure avail
ability of external resources
Effectively communicate
with shareholders, investors
and other outside parties
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Objectives

O,F,C

2. M aintain system s
th at allow tim ely
comm unication of
accurate internal and
external information
to relevant personnel

O,F

3. Ensure entity per
sonnel are aware of
acceptable actions
and behavior

o,c
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Risks

Points of Focus for
Actions/Control Activities

Information is too spe Establish an executive man
agement reporting system
cific to be usable
that focuses on key informa
tion for managing the busi
ness
Out-of-date systems
Regularly review information
systems to ensure that they
meet the changing needs of
the company
Inaccurate or untimely Institute information system
information
that ensures the accuracy and
timeliness of internal and
external information
Lack of Code of Con Implement and monitor com
duct
pliance with Code of Conduct
E m p lo y ees do n o t Requirements of the Code of
understand the Code of Conduct are reviewed with all
Conduct
new employees, and periodi
cally with all employees
Employees ignore the A ppropriate disciplinary
Code of Conduct
action for violations of the
Code of Conduct to clearly
communicate the message
that violations will not be tol
erated
Dishonest employees
Hiring policies and proce
dures require reference
checks on employment candi
dates
Employees found violating
laws are subject to appro
priate disciplinary action and
are reported to the authorities
for prosecution

Activity: MANAGE EXTERNAL RELATIONS
Objectives

O,F,C

1. Attempt to legally
influence govern
ment policies and
regulations that have
an im pact on the
entity’s objectives

O

2. Actively participate
in standard-making
bodies

O

3. Participate in com
munity activities that
enhance the public
image of the com
pany

o

Risks

Points of Focus for
Actions/Control Activities

Lack of understanding Employ personnel experi
of government policies enced in government affairs
as they relate to the entity
Monitor and communicate
regulatory and other govern
ment information
Join industry or trade organi
zations that lobby legislative
or regulatory bodies
Participation dependent E stab lish rep u tatio n as
industry leader
on appointment
Limited number of posi Make certain that entity offi
tions
cials are visible spokespeople
on issues that affect the entity
Lack of information on Encourage staff to support
and awareness of com civic endeavors
munity issues
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Activity: PROVIDE ADM INISTRATIVE SERVICES
Objectives

O,F,C

1. Provide quality ser
vices that are deliv
ered on a timely basis
at the least cost

O
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Risks

Lack of or excess staff
Lack of planning proce
dures that incorporate
objectives of administra
tive services
Inadequate accounting
systems for allocating
costs

Points of Focus for
Actions/Control Activities

Estimate service usage to
ensure appropriate staffing
levels
Where appropriate, evaluate
the value of using outside ser
vice companies rather than
providing service in-house
Accurately capture costs and
distribute such costs on an
equitable basis

Activity: MANAGE INFORMATION TECHNOLOGY
Objectives

O,F,C

Risks

Points of Focus for
Actions/Control Activities

1. Use in fo rm atio n O,F,C Insufficient interaction
of information technol
technology (IT) to
ogy, financial and oper
carry out the entity’s
ating management in
strategic plans
developing strategic
plans

Develop IT strategic plan
that optimizes entity-wide
investment in and use of IT,
and ensure that IT initiatives
support entity’s long-range
plans
Involve users in the develop
ment and maintenance of the
strategic IT plan
Use an IT steering commit
tee
2. Capture, process and O,F,C S y s t e m s a r e n o t Use a systems development
designed according to life cycle, which includes the
maintain information
user needs or are not following key aspects or
completely and accu
properly implemented phases:
rately and provide it
• Request for systems design
to the appropriate
• Feasibility study
people to enable
• General system design
them to carry out
•Detailed systems specifica
their responsibilities
tions
• Program development and
testing
• System testing
• Conversion
• System acceptance and
approval
Use project management pro
cedures to ensure proper
m anagem ent of system s
development activities
Involve users in review and
approval to ensure systems
are designed to meet user
requirements
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Objectives

O,F,C

Risks

Points of Focus for
Actions/Control Activities

System and program Use well-controlled system
modifications are imple and program change proce
mented incorrectly
dures, including:
• Properly approved system/
program change requests
• A pproved changes are
tracked throughout change
process
• Review and approve final
design of changes by users
• All changes, including those
initiated in data processing,
are subject to appropriate
testing, and test results are
reviewed and approved by
user and data processing
management
•Approve implementation of
tested changes by requester
• N otify data processing
departm ents affected by
changes
• Prepare/update documenta
tion (such as operations runbooks, user manuals, pro
gram narratives and system
description)
Computer operations Prepare and adhere to a pro
fail to use correct pro duction job schedule; docu
grams, files and proce ment and approve departures
from the schedule
dures
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Objectives

O,F,C

Risks

Points of Focus for
Actions/Control Activities

Establish adequate job set-up
and execution procedures
over:
• Setting up of batch jobs
• Loading on-line application
systems
• Loading system software
Use control statements and
parameters in processing that
are in accordance w ith
approved procedures
Require w ritten approval,
including user involvement
where appropriate, for depar
tures from authorized set-up
and execution procedures
Establish adequate proce
dures for identifying, report
ing and approving operator
actions, such as:
• Initial loading of system and
application software
• System failures
• Restart and recovery
• Emergency situation
• Any other unusual situations
Data files are subjected Establish a security policy
to unauthorized access stating senior management’s
commitment on information
security; demonstrate such
commitment through appro
priate actions
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Objectives

O,F,C

Risks

Points of Focus for
Actions/Control Activities

Establish standards, proce
dures and guidelines that
translate the security policy
into rules and compliance cri
teria; these standards and
procedures normally address
such matters as:
• The information classifica
tion scheme for information
stored on computers and
outside of data processing,
including security categories
(e.g., research, accounting,
marketing) and security
levels (e.g., top secret, confi
dential, internal use only,
unclassified)
•The data in each informa
tion class and the individuals
or functions authorized to
use the data and the control
and protection requirements
• The types of classes of sen
sitive assets and for each:
• Potential threats
• Protection requirements
• The responsibilities of man
agement, security adminis
tration, resource (data, pro
grams or assets) owners,
computer operations, system
users and internal auditors,
with respect to:
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Objectives

O,F,C

Risks

Points of Focus for
Actions/Control Activities

• Ownership of resources
• Procedures for granting
access
• Procedures for establishing
users’ and access privileges
• Required authorizations
• Security monitoring
• The consequences of noncom pliance with policy,
standards and procedures
• The security implementa
tion plan, if applicable
Programs are subjected Consider the development of
to unauthorized modifi an information security risk
cation
assessment
Use a security or access con
trol softw are package to
enhance the protection of
data fields and system and
program libraries
Use proper system software
controls to ensure that system
software is properly imple
mented, maintained and pro
tected from unauthorized
changes
M aintain proper physical
security over computer hard
ware and software and infor
mation stored outside of data
processing
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Objectives

O,F,C

Risks

Points of Focus for
Actions/Control Activities

3. Information systems O,F,C Lack of or poor business Establish and m aintain a
continuation planning commitment by senior man
are a v a ila b le as
needed
agement for business contin
gencies
Develop and maintain a busi
ness continuation plan
Assess the impact of new or
modified systems on business
continuation procedures
Establish alternative proces
sing arrangements
Poor back-up and recov Regularly back up critical
ery procedures
data files, systems and pro
gram libraries and store off
site
Inadequate safeguard Regularly test business con
tinuation procedures
ing of IT resources
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Activity: MANAGE RISKS (of accident or other insurable loss)
Objectives

O,F,C

1. Prevent and reduce
potential for acci
dents

O

Risks

Points of Focus for
Actions/Control Activities

Certain jobs, activities Identify hazardous jobs,
or locations are hazard activities or locations
ous
Implement policies, proce
dures or precautions to
enhance workers’ safety
Monitor workers’ compensa
tion or related insurance
claims and compare with
industry averages (perfor
mance indicator)
Identify causes of accidents
and implement appropriate,
cost-effective safeguards
Out-of-date production Ensure that capital expansion
plans address safety objec
facilities
tives
Ineffective safety and Provide appropriate safety
employee training pro and training programs to all
new employees
grams
Provide periodic updates on
such programs to existing
employees
Poorly m aintained or Establish a maintenance pro
inadequate equipment gram that ensures equipment
is adequately maintained.
Investigate and resolve
employee reports of malfunc
tioning equipment
Employees ignore safety Appropriately discipline vio
policies or procedures lators of safety policies or pro
cedures
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Objectives

O,F,C

2. Ensure compliance
w ith a p p lic a b le
Occupational Safety
and Health Adminis
tration (OSHA) laws
and regulations

C

3. Minimize insurance
claims and other riskrelated costs while
m aintaining ade
quate insurance cov
erage

O
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Risks

Points of Focus for
Actions/Control Activities

Lack of know ledge Retain competent legal coun
regarding OSHA laws sel to advise the entity on
and regulations
OSHA requirements. Ensure
legal counsel periodically
reviews applicable policies,
procedures and safety pre
cautions
Inaccurate, insufficient Ensure that all accidents or
or untimely information other incidents that could
regarding risk-related give rise to an insurance
costs or accidents or claim are reported to appro
incidents that could give priate personnel
rise to an insurance Ensure information systems
claim
provide information on all
risk-related costs, including
insurance premiums, selfinsured losses, risk manage
ment personnel costs and
other related costs
Ensure that all significant
risks pertaining to all activi
ties have been identified and
appropriately addressed, for
example: product liability,
property and casualty, busi
ness interruption and loss of
key personnel
Evaluate insurance coverages
and consider opportunities to
limit costs through self-insur
ance, captive or off-shore
insurance com panies, or
other techniques
Lack of knowledge of Retain personnel or advisors
risk management cost with risk management train
containment techniques ing and experience

Activity: MANAGE LEGAL AFFAIRS
Objectives

O,F,C

1. Ensure the entity
com plies with all
laws and regulations

C

Risks

Points of Focus for
Actions/Control Activities

Management is unaware Retain legal counsel with
of legal and regulatory applicable industry experi
ence
requirements
Legal counsel periodically
communicates with manage
ment about legal and regula
tory requirements
L e g a l c o u n s e l is Review of all significant con
unaware of all activities tracts and agreements by
taking place within the legal counsel
entity
Review of subsidiary, division
or unit annual business plans
by legal counsel
Legal counsel attends man
agement m eetings, visits
business locations away from
the executive offices or other
wise establishes adequate
communication with subsidi
ary, division or unit manage
m ent to gain a thorough
understanding of enterprise
activities
Encourage regular communi
cation between legal counsel
and the internal and indepen
dent auditors, and with the
board of directors and its
various committees
Changing legal and reg Legal counsel monitors new
ulatory requirements
laws, regulations, court deci
sions or other events that
could impact the entity
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Objectives

O,F,C

2. Ensure contracts and
agreements are clear,
fair to the entity and
legally enforceable

O

3. Minimize litigation
costs and s e ttle 
ments

O
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Risks

Points of Focus for
Actions/Control Activities

Legal counsel does not Review and approval of all
review contracts or significant contracts and
agreements
agreements by legal counsel
Limit personnel authorized
to execute contracts or agree
ments to responsible officials
at an appropriate manage
ment level
Nonlegal personnel are Implement training programs
unaware that certain cir for appropriate nonlegal per
c u m s ta n c e s co u ld sonnel that address situations
potentially lead to litiga requiring communication
tion
with legal personnel
Include a clause in all con
tracts and agreements requir
ing copies of all legal notices
or correspondence from other
parties be sent to legal coun
sel
Inaccurate information Monitor costs of current and
or estimates regarding previous litigation
costs of litigation or Gather information on recent
anticipated settlements settlements or awards in simi
lar litigation

Activity: PLAN
Objectives

O,F,C

1. Develop long- and
short-range plans
that are in accor
dance with entity
wide objectives

O

2. Develop plans in a
format that allows
management to man
age the business and
measure progress on
a timely basis

O

3. Develop plans using
an efficient approach

O

Risks

Points of Focus for
Actions/Control Activities

Lack of awareness of Establish a planning approach
entity-wide objectives that uses as its foundation
entity-wide objectives
Communicate entity-wide
objectives to appropriate per
sonnel involved in the plan
ning process
Insufficient information Join industry and trade asso
regarding available ciations
opportunities
Attend seminars or other
informative sessions offered
by outside parties
Retain experienced and com
petent management
Inadequate m anage Establish information sys
ment information sys tems that present plan infor
mation in the same format as
tems
historical information
Plan formats are ineffec Monitor and evaluate the
tive in providing neces e ffe ctiv e n e ss of plans.
sary benchmarks against Enhance plan form ats to
which performance can emphasize critical success
be measured
factors
Inadequate and out Require agreement on entity
dated planning systems wide objectives before spe
cific plans are developed.
When allocating resources,
prioritization should be made
in accordance with entity
wide objectives
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Objectives

4. Develop plans that
are realistic

104

O,F,C

O

Risks

Points of Focus for
Actions/Control Activities

Develop and maintain plan
ning system and communi
cate to all relevant depart
ments. Conduct training
when appropriate
Gather information for plans
in accordance with the busi
ness focus used for managing
the business
Develop and follow timetable
for gathering, analyzing and
consolidating planning infor
mation
Incorrect information Review and test the validity
and assumptions
of assumptions
Consider all operational sup
port activities when develop
ing plans
Appropriate staff are involved
in developing plans

Activity: PROCESS ACCOUNTS PAYABLE
Objectives

O,F,C

1. Accurately record
invoices on a timely
basis for all accepted
purchases that have
been authorized and
only for such pur
chases

O,F

2. Identify available
discounts

O

3. Accurately record
returns and allow
ances for all autho
rized credits, and
only for such credits

F

Risks

Points of Focus for
Actions/Control Activities

Missing documents or Prenumber and account for
information
purchase orders and receiving
reports
Match invoice, receiving and
purchase order information
and follow up on missing or
inconsistent information
Follow up on unm atched
open purchase orders, receiv
ing reports and invoices and
resolve missing, duplicate or
unmatched items, by individ
uals independent of purchas
ing and receiving functions
Inaccurate input of data Use of control totals or onefor-one checking
Invalid accounts payable Restrict ability to modify data
fraudulently created for Reconcile vendor statements
unauthorized or nonex to accounts payable items
istent purchases
M issing or untim ely Investigate unmatched infor
mation before due date
receipt of documents
Maintain accounts payable
ledger by discount date
Missing documents or Prenumber and account for
shipping orders for returned
information
goods
Match shipping orders for
returned goods with vendors’
credit memos

105

Objectives

O,F,C

Risks

Inaccurate input of data

4. Ensure completeness
and accu racy of
accounts payable

O,F

Unauthorized input for
nonexistent returns
Unauthorized additions
to accounts payable

5. Safeguard accounts
payable records
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O,F

Unauthorized access to
a c c o u n ts p a y a b le
records and stored data

Points of Focus for
Actions/Control Activities

Follow up on unm atched
shipping orders for returned
goods and related receiving
reports and invoices and
resolve missing, duplicate or
unmatched items, by individ
uals independent of accounts
payable function
Review vendor correspon
dence authorizing returns
and allowances
Reconcile accounts payable
records with vendor state
ments
Use of control totals or onefor-one checking
Reconcile accounts payable
subsidiary ledger with pur
chase and cash disbursement
transactions
Resolve differences between
the accounts payable subsidi
ary ledger and the accounts
payable control account
Restrict access to accounts
payable and files used in proc
essing payables
Restrict access to mechanical
check signers and signature
plates

Activity: PROCESS ACCOUNTS RECEIVABLE
Objectives

O,F,C

1. All goods shipped
are accurately billed
in the proper period

O

2. Accurately record
invoices for all autho
rized shipments and
only for such ship
ments

O,F

Risks

Points of Focus for
Actions/Control Activities

Missing documents or Use standard shipping or con
incorrect information
tract terms
Communicate nonstandard
shipping or contract terms to
accounts receivable
Verify shipping or contract
terms before invoice proc
essing
Improper cutoff of ship Identify shipments as being
ments at the end of a before or after period-end by
means of a shipping log and
period
prenumbered shipping docu
ments
Reconcile goods shipped to
goods billed
Missing documents or Prenumber and account for
incorrect information
shipping documents and sales
invoices
Match orders, shipping docu
ments, invoices and customer
inform ation, and follow
through on missing or incon
sistent information
Mail customer statements
periodically and investigate
and resolve disputes or inqui
ries, by individuals indepen
dent of the invoicing function
Monitor number of customer
c o m p la in ts re g a rd in g
improper invoices or state
ments (performance indica
tor)
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Objectives

O,F,C

3. Accurately record all
a u th o rize d sales
returns and allow
ances and only such
returns and allow
ances

O,F

4. Ensure continued
com pleteness and
accuracy of accounts
receivable

O,F

5. Safeguard accounts
receivable records

O,F
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Risks

Points of Focus for
Actions/Control Activities

Missing documents or Authorize credit memos by
individuals independent of
incorrect information
accounts receivable function
Prenumber and account for
credit memos and receiving
documents
Match credit memos and
receiving docum ents and
resolve unmatched items by
individuals independent of
the accounts receivable func
tion
Inaccurate input of data Mail customer statements
periodically and investigate
and resolve disputes or inqui
ries, by individuals indepen
dent of the invoicing function
Unauthorized input for Review correspondence
nonexistent returns, authorizing returns and
allowances and write allowances
offs
Reconcile accounts receivable
subsidiary ledger with sale
and cash receipts transactions
Resolve differences between
the accounts receivable sub
sid iary led g er and th e
accounts receivable control
account
Unauthorized access to Restrict access to accounts
accounts receivable receivable files and data used
records and stored data in processing receivables

Activity: PROCESS FUNDS
Objectives

O,F,C

Risks

1. Accurately forecast
cash balances to
maximize short-term
investment income
and to avoid cash
“shortfalls”

O

Inaccurate, untimely or
unavailable information
regarding cash inflows
and outflows

2. Ensure necessary
financing is available
in the event of a cash
“shortfall”

O

Points of Focus for
Actions/Control Activities

Information systems identify
all sources of cash and dates
cash is due or expected to be
collected (such sources
include accounts receivable
collections, customer depos
its, sale of assets, loan pro
ceeds and other cash sources)
Information systems identify
all cash requirements and
dates cash is needed (such
re q u ire m e n ts in c lu d e
accounts payable, loan pay
ments, payrolls, dividends or
other cash requirements)
Identify all internal sources of
information
Compare information used to
prepare cash forecasts with
supporting records or under
lying documents to verify
information is internally con
sistent
L ack of aw aren ess Retain financial personnel
regarding financing experienced in obtaining
financing for similar entities
alternatives
Identify professional advisors
who can assist in locating
alternative sources of financ
ing and consult those advisors
as appropriate
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Objectives

O,F,C

Risks

Failure to establish or
m aintain appropriate
re la tio n s h ip s w ith
financing sources
3. Optimize return on
te m p o ra ry cash
investments

O

Lack of know ledge
regarding investment
alternatives

4. Accelerate cash col
lections

O

Handling cash receipts
internally can delay
deposit of such receipts
Customers delay remit
tance

E xcessive accounts
receivable collection
problems
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Points of Focus for
Actions/Control Activities

Establish relationships with
financing sources before
financing is needed. Maintain
proper and current relation
ships to facilitate access to
cash as the need arises
Retain financial personnel
experienced in short-term
investments
Use professional investment
advisors
Consider “lock-box” arrange
ments whereby payments are
remitted to a post office box
and the bank collects and
deposits such remittances
Factor accounts receivable
Honor bank credit cards
Offer discounts for timely
remittance
Establish and enforce collec
tion policies
Monitor accounts receivable
for overdue balances; imple
ment collection procedures
on a timely basis
Establish and enforce a credit
policy that reflects an appro
priate balance between risk
of credit loss and sales vol
ume

Objectives

O,F,C

Risks

5. Record cash receipts
on accounts receiv
able completely and
accurately

O,F

C a sh r e c e iv e d is
diverted, lost or other
wise not reported accu
rately to accounts receiv
able

Receipts are for amounts
different than invoiced
am ounts, or are not
identifiable

6. Manage timing of
cash disbursements

O

Inaccurate, untimely or
unavailable information
regarding payment due
dates

Points of Focus for
Actions/Control Activities

Assign opening of mail to an
individual with no responsi
bility for or access to files or
docum ents pertaining to
accounts receivable or cash
accounts; compare listed
receipts to credits to accounts
receivable and bank deposits
Consider use of lock-box or
other arrangements to accel
erate deposits
Consider ability to have cus
tomers transfer funds elec
tronically to the entity’s bank
account, and notify the entity
of payment through Elec
tronic D ata Interchange
(EDI)
Send periodic statements to
customers and investigate
customer-noted differences
(performance indicator)
Reconcile general ledger with
accounts receivable subsidi
ary records; investigate differ
ences
Contact payor to determine
reasons for payment, or pay
ment different than amounts
invoiced
Information system identifies
all cash requirements and
dates cash is needed
Use accounts payable aging
analysis
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Objectives

O,F,C

7. Minimize cash dis
bursements

O

8. Disburse cash only
for authorized pur
chases

O,F

9. Remit disbursements
to v e n d o rs and
others, such as for
dividends, debt ser
vice, and tax or other
payments, in a timely
and accurate manner

O,F
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Risks

Points of Focus for
Actions/Control Activities

Bills are paid before due Delay check preparation or
signature until the due date
dates
Release check at the latest
possible time and at the end
of a day or week, if possible
Checks clear the bank Consider check-clearing time
when selecting a bank
quickly
Inform ation system Information system identifies
does not identify avail paym ent dates related to
able d isco u n ts and available discounts
related required pay
ment dates
Fictitious documenta Examine supporting docu
tion is created
ments, payments approved by
individuals independent of
procurement, receiving and
accounts payable
Reuse of supporting Cancel supporting docu
documents
ments to prevent resubmis
sion for payment
Inaccurate, untimely or D etailed com parison of
unavailable information actual versus budgeted dis
regarding amounts or bursements
due dates of payments Compare payment amounts
and recipients with source
documents, such as vendor
invoices, purchase orders, tax
returns, dividend computa
tions, loan repayment sched
ules or other appropriate doc
umentation; verify accuracy
of supporting documents

Objectives

O,F,C

________ Risks_________

10. R ecord cash d is
bursem ents com 
pletely and accu
rately

O,F

Missing documents or
information

11. Safeguard cash and
the related account
ing records

O,F

Inadequate physical
security over cash and
documents that can be
used to transfer cash

Points of Focus for
Actions/Control Activities

Establish a “tickler file” to
identify payment due dates
Modify information systems
as necessary to provide pay
ment information
Match disbursement records
against accounts payable/
open invoice files
Prenumber and account for
checks
Reconcile bank statements to
cash accounts and investigate
long-outstanding checks by
individuals independent of
accounts payable and cash
disbursement functions
Segregate custodial and
record-keeping functions
Reconcile bank accounts by
individuals without responsi
bility for cash receipts, dis
bursements or custody
Receive and prelist cash by
individuals independent of
recording cash receipts
Restrictively endorse checks
on receipt
Deposit receipts intact daily
Restrict access to accounts
receivable files and files used
in processing cash receipts
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Objectives

O,F,C

Risks

Points of Focus for
Actions/Control Activities

Mail checks by individuals
independent of recording
accounts payable
Authorized check signers are
independent of cash receipts
functions
Physically protect mechanical
check signers and signature
plates
Restrict access to accounts
payable files and files used in
processing cash disburse
ments

114

Activity: PROCESS FIXED ASSETS
Objectives

O,F,C

Risks

1. C o m p le te ly and
accurately record
fixed asset transfers,
acquisitions, disposi
tions and related
depreciation

O,F

Acquisition documenta
tion may be lost or oth
erwise not communi
c a t e d to p r o p e r
personnel

Acquired assets may not
be adequately described

A sset d isp o sa ls or
transfers may not be
communicated to proper
personnel

Points of Focus for
Actions/Control Activities

Prenumber individual capital
expenditure authorizations
and investigate missing docu
ments
Route copy of purchase
orders for capital expendi
tures to personnel who pro
cess fixed assets; investigate
purchase orders not matched
with receiving documenta
tion after anticipated receipt
date
Reconcile fixed asset addi
tions with capital expendi
ture authorizations
Inquire of purchasing or other
personnel to clarify asset
description or function
Establish clear definitions for
asset categories
Dispose of or transfer fixed
assets only with proper autho
rization, a copy of which is
provided to appropriate per
sonnel
Prenumber fixed asset dis
posal and transfer authoriza
tion forms and investigate
missing documents
Count fixed assets periodi
cally, reconcile count with
fixed asset records and inves
tigate differences

115

Objectives

2. S afeguard fix ed
a sse ts from loss
through theft

116

O,F,C

O

Risks

Points of Focus for
Actions/Control Activities

Incorrect depreciation Establish policies regarding
lives or methods may be depreciation lives and meth
ods, communicate them to
used
appropriate personnel, and
periodically review them to
ensure continued appropri
ateness
Review depreciation detail
for accuracy and compliance
with policies and procedures
Inadequate physical Restrict access to facilities
se c u rity over fixed during non-working hours
assets
Affix an identification plate
and number to office furni
ture and fixtures, equipment
and other portable fixed
assets
Develop, im plem ent and
communicate safeguarding
policies

Activity: ANALYZE AND RECONCILE
Objectives

O,F,C

Risks

1. Compare operating
results w ith preestablished stand
ards, such as budgets
of p rio r-p e rio d
results. Identify var
iances, trends or
unusual changes and
their causes

O

Pre-established stand
ards are not determined
Lack of or inaccurate
information needed to
compare actual results
with pre-established
standards

2. Reconcile books and
records to ensure
their internal consis
tency

O,F

(Note: Risks for this
objective vary, depend
ing on the reconciliation
procedures and the
nature of the informa
tion being reconciled.
Accordingly, reconcilia
tion procedures are
identified, where appro
priate, in other sections
of this Reference Man
ual)

Points of Focus for
Actions/Control Activities

Periodically establish operat
ing standards, such as quar
terly or annual budgets
Specify information needed
to identify and explain var
iances, trends or unusual
changes
Design information systems
to communicate necessary
information to appropriate
people on a timely basis
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Activity: PROCESS BENEFITS AND RETIREE INFORMATION
______ Objectives______

O,F,C

________ Risks_________

1. Ensure all eligible
individuals, and only
such individuals, are
included in benefit
programs

O,C

Program e lig ib ility
requirem ents are not
clearly communicated to
appropriate personnel
Inaccurate employee
information is provided
to benefits personnel
Eligible employees are
im properly excluded
from participation
Nonexistent employees
are entered as program
participants or benefici
aries

2. Accurately calculate
benefits due to each
participant
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O,C

Plan benefit provisions
are unclear or complex

Points of Focus for
Actions/Control Activities

Train and update appropriate
personnel regarding plan eli
gibility requirem ents and
amendments thereto
Com pare inform ation to
employee personnel file or
otherwise verify its accuracy
Limit access to employee
data base
Periodically match partici
pant list to employee and/or
retiree list and to documenta
tion of employees’ elections
not to participate
Periodically compare partici
pant list to employee and/or
retiree list
Approval by an authorized
official of all additions to par
ticipant data base
Verify existence and status of
participant
Ensure plan docum ents
describe benefit provisions
clearly and include sample
calculations
Amend plan as necessary to
clarify benefit computations
Consult legal, actuarial or
other professionals as needed
to clarify benefit provisions

Objectives

O,F,C

3. S u m m a riz e and
track benefit infor
mation

O

4. Comply with applica
ble laws and regula
tions

C

5. G enerate and dis
trib u te b e n e fits
reports in an accu
rate and timely man
ner

O

Risks

Points of Focus for
Actions/Control Activities

Errors are made in cal Standardize forms or pro
grams for calculating benefits
culating benefits
Review benefit calculations
Inaccurate information Limit access to information
and data used in calculating
benefits
Approve all changes to data
bases used to calculate bene
fits
Lost or misplaced infor Reconcile various related
reports
mation
Use logs or other devices to
ensure completeness of proc
essing
Personnel are unaware Train human resource or
of applicable laws and other personnel on applicable
laws and regulations
regulations
Review and approve all plan
documents and policies by
legal counsel experienced in
employee and retiree benefit
programs
Lack of adequate sys Ensure that report generation
systems process information
tems
accurately and satisfy report
ing deadlines
Lack of understanding Implement and monitor train
of reporting require ing programs
ments
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Activity: PROCESS PAYROLL
______ Objectives______

O,F,C

Risks

1. Pay em ployees in
accordance w ith
wage contracts and
other established
policies

O

2. Calculate and record
payroll (including
payroll deductions)
accurately and com
pletely for all ser
vices actually per
formed and approved,
and only for such
services

O,F

System is not designed
to re fle c t paym ent
schedule included in
collective bargaining
agreements or individ
ual agreem ents with
employees
Pay rates or deductions
are not properly autho
rized or are inaccurate

Hours are not autho
rized or are inaccurate
Tim e cards or other
source information is
submitted for nonexis
tent employees
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Points of Focus for
Actions/Control Activities

Implement payment schedule
that reflects wage contracts
and agreed-upon payment
schedules

Review and approve initial
pay and any subsequent addi
tions or changes
Periodically verify payroll
data base information
Review and approve initial
deductions/benefit elections
Use standard forms for mak
ing changes to payroll infor
mation
Review and approve all
nonstandard items such as
sick, vacation and bonus pay
Review payroll register and
checks for reasonableness
Security controls that limit
access to payroll data base
Review and approve time
reco rd s for u n u su al or
nonstandard hours and for
overtime
Use standardized policies and
procedures when hiring
employees

Objectives

O,F,C

Risks

Points of Focus for
Actions/Control Activities

Security procedures relating
to additions and deletions of
employees to or from the data
base
Maintain logs or other docu
m entation supporting or
tracking changes to payroll
data base
Where practical, require valid
identification and employee
signature to receive paycheck
Prohibit payment of wages in
cash, except in prescribed cir
cumstances
Use direct deposit systems
Lack or loss of informa Verify that source documents
such as tim e c a rd s are
tion or documents
received for all employees
Maintain back-up records of
em ployees’ tim e in case
source documents are lost
Reconcile the employee sub
sidiary ledger to the general
ledger control accounts;
investigate any differences
Compare total hours and
number of employees input
with the totals in the payroll
register
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Objectives

O,F,C

3. R estrict access to
payroll data informa
tion to only those
individuals who need
such information to
discharge duties

o

4. Provide payroll infor
mation to relevant
personnel to satisfy
management infor
mation needs

o
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Risks

Points of Focus for
Actions/Control Activities

Unauthorized personnel Access to information stored
may gain access to pay on e le c tro n ic m edia is
roll information
restricted by frequently
changed passwords
Payroll processing systems
and written information are
subject to physical security
Management informa Identify how payroll informa
tion needs with respect tion can satisfy other man
to p a y ro ll are n o t agement objectives and link
defined
information sources

Activity: PROCESS TAX COMPLIANCE
Objectives

O,F,C

Risks

1. Accurately process,
p rep are and file
required tax docu
ments on a timely
basis

F,C

Inadequate information
about, or understanding
of, filing requirements
and applicable laws and
regulations

Incomplete or inaccu
rate information used as
the basis for document
preparation
2. Reduce tax liabilities
to the legal m ini
mum

O,C

Inadequate information
regarding tax-savings
opportunities

Points of Focus for
Actions/Control Activities

Employ competent tax pro
fessionals—either in-house or
outside the entity—to identify
and prepare filings
Subscribe to tax services and/
or maintain membership in
appropriate industry, trade or
professional organizations to
id e n tify em erg in g tax
requirements or opportunities
Establish a system, such as a
“tickler file,” to identify tax
filing due dates
Identify information neces
sary to prepare tax docu
ments; ensure information
systems are designed to accu
rately provide such informa
tion on a timely basis
Ensure tax professionals are
fully informed of all aspects
of the entity’s operations,
in c lu d in g ro u tin e and
nonroutine transactions, and
any changes in the entity’s
business lines or methods of
conducting business
Periodically review tax filings
and status to specifically
identify tax-savings opportu
nities
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Objectives

O,F,C

Risks

3. Record the effect of
all tax transactions or
econom ic events
completely and accu
rately

F,C

Inadequate information
about, or understanding
of, financial reporting of
tax transactions or eco
nomic events

Journal entries related to
tax transactions or eco
nomic events are not
properly approved or
posted to the general
ledger
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Points of Focus for
Actions/Control Activities

Em ploy p erso n n el who
understand financial report
ing for taxes
Subscribe to technical service
and/or maintain memberships
in appropriate industry, trade
or professional organizations
that identify and explain new
or existing financial reporting
requirements
Journal entries related to
taxes are approved by autho
rized and knowledgeable
officials
Each journal entry is com
pared with the general ledger
to ensure proper posting

Activity: PROCESS PRODUCT COSTS
Objectives

O,F,C

1. Develop standard
costs of producing
products, including
costs at each stage of
the production proc
ess

O,F

Risks

Points of Focus for
Actions/Control Activities

Inadequate or inaccu Identify information neces
rate information
sary to develop standard
product costs; ensure infor
mation systems accurately
provide such information on a
timely basis (this information
may include such items as
units planned to be produced,
budgeted labor hours and
costs, budgeted overhead
costs and estimated material
costs; it should take into
account the impact of tech
nology on the manufacturing
process and consider the
proper basis on which to allo
cate costs)
Periodically evaluate the pro
duction process and estimate
the costs associated with each
stage of the process
Poorly organized pro See the Operations section of
duction process
this Reference Manual
Inability to identify the Clearly define and organize
stage of production
each stage of production;
appropriately document such
stages
Establish systems to routinely
identify stage of completion;
periodically verify system is
functioning properly
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Objectives

O,F,C

Risks

2. Record actual costs
incurred completely
and accurately

O,F

Inaccurate, untimely or
unavailable information
regarding actual costs
incurred
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Points of Focus for
Actions/Control Activities

Prenumber and account for
the numerical sequence of
requisitions of materials and
component parts issued to
and returned from produc
tion; investigate missing or
duplicate (unmatched) items
by people independent of the
materials handling function
Reconcile records of labor
and overhead charges to payrolls and overhead cost
incurred; investigate differ
ences
Prenumber and account for
the numerical sequence of
production reports or other
records of finished produc
tion and transfers within
work-in-process; reconcile
those reports to quantities
recorded; investigate missing
documents and differences
Review and approve monthly
summarizing entries
Maintain perpetual inventory
records
Periodically balance the raw
materials, work-in-process
and finished goods records
(previous balance plus addi
tions less transfers out, com
pared with the current total)

Objectives

3. Determine variances
from standard costs
and their effect on
inventory and cost of
sales

O,F,C

O,F

Risks

Points of Focus for
Actions/Control Activities

Periodically count raw mate
rials, work-in-process and fin
ished goods inventories and
compare with the perpetual
records; investigate differ
ences
Reconcile the perpetual
records to the general ledger
control accounts, and approve
adjustments, by personnel
other than those responsible
for maintaining related per
petual records or for safe
guarding inventories
Variances are computed Compute variances for each
or recorded inaccurately appropriate product; verify
completeness by comparison
to product list or other appro
priate document
Verify variance accuracy by
recom putation or other
appropriate methods
Review general ledger or
other records to ensure var
iances are recorded accu
rately
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Activity: PROVIDE FINANCIAL AND MANAGEMENT REPORTING
Objectives

O,F,C

_________Risks_________

1. Provide timely and
accurate information
needed by manage
ment and others to
d isc h a rg e th e ir
responsibility

O

Information needs of
management or others is
unknown or not clearly
communicated
Due dates and relative
priorities of manage
ment reports are not
clarified or communi
cated

Information systems are
incapable of providing
necessary information
2. P repare ex tern al
financial reports on a
timely basis and in
com pliance w ith
applicable laws, reg
ulations, rules or
contractual agree
ments
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F,C

Inform ation systems
cannot provide neces
sary information in a
timely manner
Personnel are unaware
of applicable laws, regu
lations, rules or contrac
tual agreements

Points of Focus for
Actions/Control Activities

Identify user information
needs and update such needs
periodically
Communicate information
needs from users to preparers
of management reports
Determine due dates for all
management reports, whether
routine or nonroutine
Establish relative priorities
for all management reports,
whether routine or nonrou
tine
Communicate management
report due dates and priori
ties to report preparers and
users
Establish “tickler files” or
other system to ensure due
dates are routinely identified
Identify information that the
system is incapable of gener
ating; identify necessary
modifications to the system
Identify and implement nec
essary systems changes
Retain competent personnel
who are knowledgeable of,
and have experience with,
applicable laws, regulations or
rules affecting the entity’s
external financial reporting

Objectives

3. Maintain confiden
tiality of financial
information

O,F,C

O,C

Risks

Points of Focus for
Actions/Control Activities

Review of significant contrac
tual agreements by manage
ment or supervisory person
nel responsible for prepara
tion of external financial
reports
Unauthorized personnel Restrict report or information
have access to financial distribution to authorized
information
personn el; p eriodically
review and update distribu
tion lists

129

Sample Filled-in Tools
T h is section presents the evaluation tools presented in blank form earlier, filled-in for ABC
Company, a hypothetical medium-size aerospace parts manufacturer. ABC Company recently
acquired Laker Parts, a smaller company in the same industry. The italicized entries illustrate
how an evaluator might complete these tools.
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Control Environment
Points of Focus

Description/Comments

Integrity and Ethical Values

Management must convey the message that integrity
and ethical values cannot be compromised, and
employees must receive and understand that message.
Management must continually demonstrate, through
words and actions, a commitment to high ethical stand
ards.
• Existence and im plem entation of codes of
conduct and other policies regarding accept
able business practice, conflicts of interest,
or expected standards of ethical and m oral
behavior. For example, consider whether:
• Codes are comprehensive, addressing conflicts of
interest, illegal or other improper payments, anti
competitive guidelines, insider trading.
• Codes are periodically acknowledged by all
employees.
• Employees understand what behavior is accept
able or unacceptable, and know what to do if they
encounter improper behavior.
• If a written code of conduct does not exist, the
management culture emphasizes the importance
of integrity and ethical behavior. This may be
communicated orally in staff meetings, in oneon-one interface, or by example when dealing
with day-to-day activities.
• E stab lishm ent of the “tone at the top”—
including explicit m oral guidance about what
is right and wrong—and extent of its commu
nication throughout the organization. For
example, consider whether:
• Commitment to integrity and ethics is communi
cated effectively throughout the enterprise, both
in words and deeds.
• Employees feel peer pressure to do the right
thing, or cut corners to make a “quick buck.”

The company does not have a formal
code of conduct, but expectations of
employee conduct are included in a
manual This is provided to all new
employees.

Management expects all employees to
maintain high moral and ethical
standards, and to conduct themselves
accordingly. Management is conscious
of setting an example through words
and actions. This is done anecdotally
and sporadically. Management's
expectations are communicated to all
employees in the manual, and
expected to be reinforced by supervi
sors and workers alike.
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• Management appropriately deals with signs that
problems exist, e.g., potential defective products
or hazardous wastes, especially when the cost of
identifying problems and dealing with the issues
could be large.
Dealings with employees, suppliers, custom 
e r s , in v e s to r s , c r e d it o r s , i n s u r e r s ,
competitors, and auditors, etc. (e.g., w hether
m anagem ent conducts business on a high
ethical plane, and insists that others do so, or
pays little atten tio n to ethical issues). For
example, consider whether:
• Everyday dealings with customers, suppliers,
employees and other parties are based on hon
esty and fairness (e.g., customer’s overpayment or
a supplier’s underbilling are not ignored, no
efforts are made to find a way to reject an
employee’s legitimate claim for benefits, and
reports to lenders are complete, accurate and not
misleading).
A ppropriateness of rem edial action taken in
response to departures from approved poli
cies and procedures or violations of the code
of conduct. Extent to which rem edial action
is com m u n icated o r o th erw ise becom es
know n throughout the entity. For example,
consider whether:
• Management responds to violations of behavioral
standards.
• Disciplinary actions taken as a result of violations
are widely communicated in the entity. Employ
ees believe that, if caught violating behavioral
standards, they’ll suffer the consequences.
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Management maintains a high degree
of integrity in its dealings, and
requires its employees and agents to
maintain similar levels. Departures
from this requirement are dealt with
quickly and severely; there are exam
ples on file of actions taken with
individuals and with regard to gen
eral communications. Few complaints
alleging misconduct have been
received from customers or others.
Periodically, the CEO speaks with key
customers and suppliers regarding
their views of treatment by company
personnel, and receives positive reac
tions.
Departures that surfacefrom policies
and procedures or violations of
behavior expectations are immedi
ately dealt w ith in a m anner
commensurate with the infraction.
Such remedial actions range from
oral reminders of company policy to
termination.

• Managements attitude towards intervention
or overriding established controls. For exam
ple, consider whether:
• Management has provided guidance on the situa
tions and frequency with which intervention may
be needed.
• Management intervention is documented and
explained appropriately.
• Manager override is explicitly prohibited.
• Deviations from established policies are investi
gated and documented.
• Pressure to meet unrealistic performance
targets—particularly for short-term results
—and extent to which compensation is based
on achieving those performance targets. For
example, consider whether:
• Conditions such as extreme incentives or temp
tations exist that can unnecessarily and unfairly
test people’s adherence to ethical values.
• Compensation and promotions are based solely
on achievement of short-term performance tar
gets.
• Controls are in place to reduce temptations that
might otherwise exist.

Management has not attempted to
override or bypass controls improp
erly. Employees are encouraged to
report attempts to override controls,
and management has supported indi
viduals who have done so by
recognizing this on their appraisals.

Executives are salaried, and usually
receive an additional cash bonus
approximating 20% of salary largely
related to achieving specific personal
or activity objectives. As a result,
managements compensation is based
primarily on their individual and
joint performance and that of the
activity in which they work. Manage
ment believes that this compensation
plan encourages individual initiative
and teamwork. Because short-term
compensation is only indirectly based
on profitability, management has lit
tle incentive to manipulate operations
or financial statements to improve
operating results.

Conclusions/Actions Needed

Management has demonstrated its commitment to integrity and ethical behavior and has communi
cated that commitment to all employees. The message is continual but anecdotal. Management should
consider a more plannedprogram.
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Commitment to Competence

Management must specify the level of competence
needed for particular jobs, and translate the desired
levels of competence into requisite knowledge and
skills.
• Form al or inform al job descriptions or other
m eans of defining tasks that comprise partic
ular jobs. For example, consider whether:
• Management has analyzed, on a formal or infor
mal basis, the tasks comprising particular jobs,
considering such factors as the extent to which
individuals must exercise judgment and the
extent of related supervision.
• Analyses of the knowledge and skills needed
to perform jobs adequately. For example, con
sider whether:
• Management has determined to an adequate
extent the knowledge and skills needed to per
form particular jobs.
• Evidence exists indicating that employees appear
to have the requisite knowledge and skills.

The Company hasformal written job
descriptions for all supervisory per
sonneland, for jobs involving onlyfew
specific tasks, job duties are clearly
communicated.

The job descriptions specify the
knowledge and skills needed, either
generally or in terms of the nature
and extent of education, training and
experience required. The human
resources department uses these
descriptions in hiring, training and
promotion decisions.

Conclusions/Actions Needed

The existence of written job descriptions with defined tasks and parameters (e.g, education, training)
demonstrates clear management commitment to competence. Management should consider more
formaljob descriptionsfor non-supervisory personnel.
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Board of Directors or Audit Committee

An active and effective board, or committees thereof,
provides an important oversight function and, because
of management’s ability to override system controls, the
board plays an important role in ensuring effective
internal control.
• Independence from m anagement, such that
necessary, even if difficult and probing, ques
tions are raised. For example, consider whether:
• The board constructively challenges manage
ment’s planned decisions, e.g., strategic initiatives
and major transactions, and probes for explana
tions of past results (e.g., budget variances).
• A board that consists solely of an entity’s officers
and employees (e.g., a small corporation) ques
tions and scrutinizes activities, presents
alternative views and takes appropriate action if
necessary.
• Use of board committees where w arranted
by the need for more in-depth or directed
attention to particular m atters. For example,
consider whether:
• Board committees exist.
• They are sufficient, in subject matter and mem
bership, to deal with important issues adequately.
• Knowledge and experience of directors. For
example, consider whether:
• Directors have sufficient knowledge, industry
experience and time to serve effectively.

The board of directors consists offour
outside directors and three senior
officers of the company. Two of the
outside directors are business asso
ciates of the CEO and chairman. The
secretary and other board meeting
guests report lively discussions
between management and certain
outside directors.

The board has an audit committee,
composed of three outside directors,
and a compensation committee, com
posed of thefour outside directors.

Most board members are experienced
businesspeople. One, who owns 12% of
the outstanding common stock, is a
physician who lacks direct manage
ment experience. All board members
who are also officers of the company
have extensive aerospace industry
experience, as does one of the outside
directors.
• Frequency and timeliness with which meet The company's internal audit man
ings a re held w ith chief fin an cial an d /o r ager, a recent hire, meets quarterly
accounting officers, in tern al auditors and with the audit committee. The audit
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e x te rn a l a u d ito rs. For example, consider
whether:
• The audit committee meets privately with the
chief accounting officer and internal and external
auditors to discuss the reasonableness of the
financial reporting process, system of internal
control, significant comments and recommenda
tions, and management’s performance.
• The audit committee reviews the scope of activi
ties of the internal and external auditors
annually
Sufficiency and timeliness with which infor
mation is provided to board or committee
m em bers, to allow m onitoring of m anage
m ent’s objectives and strategies, the entity’s
financial position and operating results, and
term s of significant agreem ents. For example,
consider whether:
• The board regularly receives key information,
such as financial statements, major marketing
initiatives, significant contracts or negotiations.
• Directors believe they receive the proper infor
mation.

Sufficiency and tim eliness with which the
board or audit committee is apprised of sen
sitive in form ation , in v estig a tio n s and
improper acts (e.g., travel expenses of senior
officers, significant litigation, investigations
of regulatory agencies, defalcations, embez
zlem ent or m isuse of corporate assets,
violations of insider trading rules, political
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committee meets with the external
auditors at least twice each year—
during audit planning and upon
completion of the audit. The CFO is a
director, and hasfrequent interaction
with other directors.

The board members are provided
monthlyfinancialstatements—includ
ing a comparison of current-year
actual results to budget and the prior
year—as well as certain operating
statistics and analyses. These are
given by thefifteenth of each month in
sufficient detail to allow meaningful
analysis prior to the Board meetings.
Board meetings are held on the last
Friday of each month. B oard
approval is requiredfor expenditures
over $250,000, and to accept any sales
orders over $1,000,000. Board
approval of sales orders is normally
received during special meetings con
ducted by telephone.
Company policy dictates that the
board be notified, by certified mail,
within three business days of any liti
gation deemed likely to result in loss
of over $100,000, any regulatory
investigation, or defalcation, embez
zlement or other improper act of any
employee or officer at or above the

p a y m e n ts, ille g a l p aym en ts). For exam ple, con
sider whether:

• A process exists for informing the board of signif
icant issues.
• Information is communicated timely.
• Oversight in determining the compensation
of executive officers and head of internal
audit, and the appointment and termination
of those individuals. For example, consider
whether:
• The compensation committee approves all man
agement incentive plans tied to performance.
• The compensation committee, in joint consulta
tion with the audit committee, deals with
compensation and retention issues regarding the
chief internal auditor.
• Role in establishing the appropriate “tone at
the top.” For example, consider whether:
• The board and audit committee are involved
sufficiently in evaluating the effectiveness of the
“tone at the top.”
• The board takes steps to ensure an appropriate
“tone.”
• The board specifically addresses management’s
adherence to the code of conduct.
• Actions the board or committee takes as a
result of its findings, including special inves
tigations as needed. For example, consider
whether:
• The board has issued directives to management
detailing specific actions to be taken.
• The board oversees and follows up as needed.

manager level Any such act by an
employee below the manager level
that results in a company loss in
excess of $2,000 is reported to the
board. Officer expense accounts and
perks are reviewed by the board
semiannually.
The compensation committee annually
determines the compensation of the
CEO and the head of internal audit.

The board encourages management to
establish and enforce high ethical and
moral standards. The outside direc
tors do not actively participate in
establishing those standards, though
they do monitor managements com
pliance with those standards.
The board ordinarily leaves follow
up to management’s discretion, and
rarely conducts special investigations.

139

Conclusions/Actions Needed

The board of directors and audit committee contribute meaningfully to the effectiveness of the control
environment. Management should strive, however, to involve the board more closely in special
investigations.

Management’s Philosophy and Operating Style

The philosophy and operating style of management
normally have a pervasive effect on an entity. These are,
of course, intangibles, but one can look for positive or
negative signs.
• N a tu re of b u sin ess risk s accep ted, e.g.,
w hether m anagem ent often enters into par
ticularly high-risk ventures, or is extrem ely
conservative in accepting risks. For example,
consider whether:
• Management moves carefully, proceeding only
after carefully analyzing the risks and potential
benefits of a venture.
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Management is relatively risk averse,
being conservative in its business
practices. The company's debt to
equity ratio is among the lowest in the
industry; business acquisitions are
researched thoroughly, evidenced by
the plan developed for the Laker
Parts acquisition, which analyzed
competition, markets, pricing struc
ture and vendor and customer
relationships. Capital acquisitions
are financed initially through exist
ing bank credit lines with permanent
financing provided by collateralized
long-term borrowings. The company
recently retained outside consultants
to consider how to better control med
ical plan and workers compensation
costs.

• Personnel turnover in key functions, e.g.,
operating, accounting, data processing,
internal audit. For example, consider whether:
• There has been excessive turnover of manage
ment or supervisory personnel.
• Key personnel have quit unexpectedly or on
short notice.
• There is a pattern to turnover (e.g., inability to
retain key financial or internal audit executives)
that may be an indicator of the emphasis that
management places on control.
• Managements attitude toward the data proc
e ssin g and a cco u n tin g fu n ctio n s, and
concerns about the reliability of financial
reporting and safeguarding of assets. For
example, consider whether:
• The accounting function is viewed as a neces
sary group of “bean counters,” or as a vehicle for
exercising control over the entity’s various activi
ties.
• The selection of accounting principles used in
financial statements always results in the highest
reported income.
• If the accounting function is decentralized, oper
ating management “sign off” on reported results.
• Unit accounting personnel also have responsibil
ity to central financial officers.
• Valuable assets, including intellectual assets and
information, are protected from unauthorized
access or use.
• Frequency of interaction between senior
m anagement and operating management,
particularly when operating from geographi
cally removed locations. For example, consider
whether:
• Senior managers frequently visit subsidiary or
divisional operations.
• Group or divisional management meetings are
held frequently.

Personnel turnover has been at satis
factory levels for many years. There
was greater turnover at Laker Parts
immediately prior to acquisition; such
turnover was apparently related to
the pending sale of the company, and
was not considered a problem by
management because it did not
involve key skills.
The information systems department
consists of 10 full-time employees,
including two experienced managers
who report to the CFO, with a current
budget of $3 million—sufficientfor its
needs.
Project estimates, such as costs to com
plete open contractjobs, are prepared
by knowledgeable personnel and
reviewed and approved by appro
priate operating and financial
management.
Allfinancial reports are reviewed by
the controller, the CFO and the CEO
before release. Annualfinancial state
ments are reviewed by the board of
directors before release.
Senior management and operating
management have frequent interac
tion in both form al and informal
settings, such as weekly management
meetings and informal lunches. ABC
has only one location.
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A ttitu d e s and actio n s to w ard fin a n c ia l
reporting, including disputes over applica
tion of accounting treatm ents (e.g., selection
of conservative versus liberal accounting
policies; w hether accounting principles have
been misapplied, im portant financial infor
m ation not disclosed, or records m anipulated
or falsified). For example, consider whether:
• Management avoids obsessive focus on short
term reported results.
• Personnel do not submit inappropriate reports to
meet targets (e.g., salespeople submitting orders
to meet targets, knowing customers will return
goods in the next period).
• Managers do not ignore signs of inappropriate
practices.
• Estimates do not stretch facts to the edge of
reasonableness and beyond.

Management wants financial reports
to be accurate and fairly presented.
Occasional disagreements arise
between operating and financial
management and between the com
pany and the external auditors; but
management and the auditors work
together to determine proper account
ing treatments. Such disagreements
do not result in an adversarial rela
tionship with the auditors.

Conclusions/Actions Needed

Management's philosophy and operating style are conducive to effective internal control.
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Organizational Structure

The organizational structure shouldn’t be so simple that
it cannot adequately monitor the enterprise’s activities
nor so complex that it inhibits the necessary flow of
information. Executives should fully understand their
control responsibilities and possess the requisite expe
rience and levels of knowledge commensurate with
their positions.
• A ppropriateness of the entity’s o rganiza
tional structure, and its ability to provide the
necessary inform ation flow to m anage its
activities. For example, consider whether:
• The organizational structure is appropriately
centralized or decentralized, given the nature of
the entity’s operations.
• The structure facilitates the flow of information
upstream, downstream and across all business
activities.
• A dequacy of definition of key m anagers’
responsibilities, and their understanding of
these responsibilities. For example, consider
whether:
• Responsibilities and expectations for the entity’s
business activities are communicated clearly to
the executives in charge of those activities.
• Adequacy of knowledge and experience of
key m anagers in light of responsibilities. For
example, consider whether:
• The executives in charge have the required
knowledge, experience and training to perform
their duties.

The organizational structure of the
company has recently been modified
to accommodate the divestiture of the
defense division and the acquisition
of Laker Parts. Management believes
the new structure is appropriate.
However, the new structure has not
been in place long enough to evaluate
its effectiveness.
Key managers’ responsibilities have
been redefined recently in conjunction
with the new organizational struc
ture. Such responsibilities appear
adequate for the company’s needs, but
have not been tested over an extended
period. Managers’performance indi
cates they u n d ersta n d th eir
responsibilities, which are reviewed
with them annually.
All officers have been with the com
pany for at leastfive years, exceptfor
one former Laker executive, and all
are highly knowledgeable of the
industry and their responsibilities.
Certain managers (i.e., controller and
director of manufacturing) at Laker
Parts joined the company within the
last six months, but held similarposi
tions with other companies in the
aerospace industry.
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Reporting relationships are logical,
and each activity manager reports to
• Established reporting relationships—formal or the proper company officer Reporting
informal, direct or matrix—are effective, and relationships ensure effective commu
they provide managers information appropriate nication between employees,
supervisors, managers and officers.
to their responsibilities and authority.
• The executives of the business activities have
access to communication channels to senior
operating executives.
• Extent to which modifications to the organi The organizational structure is
z a tio n a l s tru c tu re a re m ade in lig h t of assessed on an as-needed basis. For
changed conditions. For example, consider example, after the acquisition of
whether:
Laker Parts, modifications such as
integrating administrative functions
• Management periodically evaluates the entity’s and consolidating purchasing activi
organizational structure in light of changes in the ties were made to stream line
business or industry.
operations.
• Sufficient num bers of employees exist, par Because of the recent merger with
ticularly in m anagem ent and supervisory Laker Parts, ABC has more employees
capacities. For example, consider whether:
than needed. Layoffs are occurring,
but management carefully considers
• Managers and supervisors have sufficient time to who is terminated and the effect the
carry out their responsibilities effectively.
layoffs may have on control. Manage
• Managers and supervisors work excessive over ment evaluates employees workload,
time, and are fulfilling the responsibilities of particularly those with supervisory
more than one employee.
and key control responsibilities, to
ensure they are able to discharge their
responsibilities effectively.
• A p p r o p r ia te n e ss o f r e p o r tin g rela tio n sh ip s.
For exam ple, consider whether:

Conclusions/Actions Needed

The company's organizational structure and reporting relationships are logical and fit the company's
activities. However; the recent changes require close monitoring of the effectiveness and appropriate
ness ofthe structure in the near term. Pending layoffs as a result ofthe Laker Parts acquisition must be
monitoredfor effects on supervisory and key control responsibilities.
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Assignment of Authority and Responsibility

The assignment of responsibility, delegation of author
ity and establishment of related policies provide a basis
for accountability and control, and set forth individuals’
respective roles.
• Assignm ent of responsibility and delegation
of authority to deal with organizational goals
and objectives, operating functions and regu
latory requirem ents, including responsibility
for inform ation systems and authorizations
for changes. For example, consider whether:
• Authority and responsibility are assigned to
employees throughout the entity
• Responsibility for decisions is related to assign
ment of authority and responsibility.
• Proper information is considered in determining
the level of authority and scope of responsibility
assigned to an individual.

• A ppropriateness of control-related stand
ards and procedures, including employee job
descriptions. For example, consider whether:
• Job descriptions, for at least management and
supervisory personnel, exist.
• They contain specific references to controlrelated responsibilities.
• A ppropriate num bers of people, particularly
with respect to data processing and account
ing functions, with the requisite skill levels
relative to the size of the entity and nature

Management delegates authority
based on the individual’sjob respon
sibilities, knowledge, skill and past
performance. For example, only the
CFO has the perspective necessary to
determine if requested program
changes to information systems are
feasible and required. Accordingly,
only he can authorize such changes. In
sales, only experienced personnel are
assigned to service the large aircraft
manufacturers. They are given signif
icant, but not absolute, authority to
negotiate contracts, make concessions
or take other actions they deem neces
sary to ensure customer satisfaction.
All significant assignment of respon
sibility and delegation of authority
are reviewed by appropriate senior
officers.
Job standards and control responsi
bilities are reviewed annually by each
vice president and activity manager
The CEO annually considers the
appropriateness of reporting rela
tionships through the activity
manager level.
Because of the recent acquisition of
Laker Parts, there are more account
ing personnel than necessary.
Management is planning to consoli-
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a n d c o m p le x ity o f a c tiv itie s a n d sy ste m s. For
exam ple, consider whether:

• The entity has an adequate workforce—in num
bers and experience—to carry out its mission.

• A ppropriateness of delegated authority in
relatio n to assigned responsibilities. For
example, consider whether:
• There is an appropriate balance between author
ity needed to “get the job done” and the
involvement of senior personnel where needed.
• Employees at the “right” level are empowered to
correct problems or implement improvements,
and empowerment is accompanied by appro
priate levels of competence and clear boundaries
of authority.

date the accounting activities and is
currently evaluating personnel
requirements. The information sys
tems department consists of two
managers, four programmers and
four operators, all of whom are welltrained and competent. This staffing
appears adequatefor future needs.
Job responsibilities are commensurate
with needs and skills. Decision mak
ing is pushed down to reasonable
levels, with sufficient involvement of
superiors as needed.

Conclusions/Actions Needed

Authority and responsibility are appropriately established and reviewed by senior management.

Human Resource Policies and Practices

Human resource policies are central to recruiting and
retaining competent people to enable the entity’s plans
to be carried out so its goals can be achieved.
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• Extent to which policies and procedures for
hiring, training, promoting and compensat
ing em ployees are in place. For example,
consider whether:
• Existing personnel policies and procedures result
in recruiting or developing competent and trust
worthy people necessary to support an effective
internal control system.
• The level of attention given to recruiting and
training the right people is appropriate.
• When formal documentation of policies and
practices does not exist, management communi
cates expectations about the type of people to be
hired or participates directly in the hiring proc
ess.
• Extent to which people are made aware of
their responsibilities and expectations of
them. For example, consider whether:
• New employees are made aware of their respon
sibilities and management’s expectations of
them.
• Supervisory personnel meet periodically with
employees to review job performance and sug
gestions for improvement.
• Appropriateness of remedial action taken in
response to departures from approved poli
cies and procedures. For example, consider
whether:
• Management’s response to failures to carry out
assigned responsibilities is appropriate.
• Appropriate corrective action is taken as a result
of non-adherence to established policies.
• Employees understand that ineffective perfor
mance will result in remedial consequences.

The human resources department has
established policies and procedures
for hiring, training, promoting and
compensating employees. Such policies
and procedures are reviewed and
modified, as needed, at least annually.
Also, the VP-Human Resources is
responsible for monitoring compli
ance with the established human
resource policies and procedures
throughout the company and reports
on compliance annually to the Board.

All new supervisory employees are
provided written job descriptions
which explain their responsibilities.
Additionally, they are evaluated
annually, and performance goals for
the following year are established.
Their responsibilities are reviewed
with them during this evaluation.
Supervisors communicate job duties
to personnel who report to them.
Departures from policies and proce
dures or violations of behavioral
expectations are dealt with in a man
ner com m ensurate w ith the
infraction. Remedial actions can
range from oral reminders of com
pany policy to additional training to
termination.
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E xtent to which personnel policies address
adherence to appropriate ethical and moral
standards. For example, consider whether:
• Integrity and ethical values is a criterion in per
formance appraisals.
A d eq u acy of em ployee c an d id a te b a c k 
ground checks, particularly with regard to
prior actions or activities considered to be
unacceptable by the entity. For example, con
sider whether:
• Candidates with frequent job changes or gaps in
employment history are subjected to particularly
close scrutiny.
• Hiring policies require investigation for a crimi
nal record.
Adequacy of employee retention and prom o
tio n c rite ria and in fo rm atio n -g a th erin g
techniques (e.g., perform ance evaluations)
and relation to the code of conduct or other
behavioral guidelines. For example, consider
whether:
• Promotion and salary increase criteria are
detailed clearly so that individuals know what
management expects prior to promotions or
advancement.
• Criteria reflect adherence to behavioral stand
ards.
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Adherence to ethical standards is a
factor specifically addressed on the
annual performance evaluation
form, and must be considered in the
evaluation process.
For allprospective employees, at least
three references, business and per
sonal, are contacted. Employees hired
at a supervisor or higher level are
interviewed by an industrialpsychol
ogist.

All employees must comply with the
company’s behavioral expectations to
retain theirjobs. Candidatesfor pro
motion to supervisor or higher level
must have demonstrated a commit
ment to ethical standards through
their own actions, and by setting an
example for other employees. Infor
mation is accumulated primarily
through the performance evaluation
process, and less formally through
memos or comments submitted by
supervisors or peers. Comments indi
cating departure from behavioral
standards are investigated before
being considered in retention or pro
motion decisions.

Conclusions/Actions Needed

Personnelpolicies and practices are appropriate.

Component Summary—Conclusions/Actions Needed

Management has a commitment to integrity, ethical behavior and competence. The board's involve
ment in the company's activities is generally appropriate, though it could be more involved in special
investigations. Management's philosophy and operating style are appropriate as are the organiza
tional structure and assignment of authority and responsibility. Management must continue to
monitor the effects of the acquisition of Laker Parts, especially the revised organizational structure
andpending layoffs. Personnelpolicies and practices are adequate.
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Risk Assessment
Points of Focus
Entity-Wide Objectives

For an entity to have effective control, it must have
established objectives. Entity-wide objectives include
broad statements of what an entity desires to achieve,
and are supported by related strategic plans. Describe
the entity-wide objectives and key strategies that have
been established.

• E xtent to which the entity-wide objectives
provide sufficiently broad statem ents and
g u id an ce on w h at th e e n tity d e sire s to
achieve, yet w hich are specific enough to
relate directly to this entity. For example, con
sider whether:
• Management has established entity-wide objec
tives.
• The entity-wide objectives are different than
generic objectives that could apply to any entity
(e.g., generate sufficient cash flow to service debt,
or produce a reasonable return on investment).

Description/Comments

The objectives, as documented in
ABC's business plan and confirmed
by management, are:
Operations—Become a leader in pro
viding high-quality aerospace parts
critical to flight-safety. Within five
years, reach a 2 percent share of the
domestic market and a 10 percent
share of theforeign market.
—Earn an 18 percent return on total
investment.
—Provide employees challenging
opportunities and stable employ
ment.
Financial Reporting—Issue timely
financialstatements that comply with
generally accepted accounting princi
ples.
Compliance—Comply with the letter
and the spirit of all applicable laws
and regulations.
These objectives state what this com
pany wants to achieve in terms of
quality, market, market share and
return on investment. These are nec
essarily broad statements, yet tailored
to this company. They provide direc
tion and guidance for management
and employees.
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E ffectiveness w ith w hich the entity-w ide
objectives are com m unicated to employees
and board of directors. For example, consider
whether:
• Information on the entity-wide objectives is dis
seminated to employees and the board of
directors.
• Management obtains feedback from key manag
ers, other employees and the board signifying
that communication to employees is effective.
Relation and consistency of strategies with
entity-wide objectives. For example, consider
whether:
• The strategic plan supports the entity-wide
objectives.
• It addresses high level resource allocations and
priorities.
Consistency of business plans and budgets
w ith entity-wide objectives, strategic plans
and current conditions. For example, consider
whether:
• Assumptions inherent in the plans and budgets
reflect the entity’s historical experience and
current conditions.
• Plans and budgets are at an appropriate level of
detail for each management level.
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These objectives are included in our
annual business plan, distributed to
employees and discussed at the
annual employees meeting and in
various departmental and unit meet
ings. The board of directors helps to
establish entity-wide objectives and
approves the businessplan.
Strategicplans (driving atproducing
to strict tolerances in a total quality
program, and directing marketing
resources to key players and
influences) support the operations
objectives.
The company'sfive-year business plan
is updated annually by management
and is approved by the board. It
reflects implementation strategies for
achieving the stated company-wide
objectives. Part of the annual updat
ing of the business plan includes
identifying departmental and unit
objectives, and establishing detailed
operating and capital expenditure
budgets. Departmentaland unit man
agers are actively involved in
establishing objectives and budgets.
All plans and budgets are reviewed
and approved by senior management,
assuring that plans and budgets are
consistent with one another, and
reflect historical experience and
current economic industry conditions.

Conclusions/Actions Needed

The company-wide objectives and strategies are set at an appropriate leveland are linked, addressing
what the entity is to achieve and how it will be achieved.

Activity-Level Objectives

Activity-level objectives flow from and are linked with
the entity-wide objectives and strategies. Activity-level
objectives are frequently stated as goals with specific
targets and deadlines. Objectives should be established
for each significant activity, and those activity-level
objectives should be consistent with each other.
• Linkage of activity-level objectives with
entity-wide objectives and strategic plans.
For example, consider whether:
• Adequate linkage exists for all significant activi
ties.
• Activity-level objectives are reviewed from time
to time for continued relevance.

Activity-level objectives are based on
and flow from the entity-wide objec
tives and strategic plans. Unit heads
present activity objectives to their
vicepresident who ensures the linkage
with the entity-wide objectives. For
instance, with emphasis on producing
high quality parts critical to flightsafety, vendor qua lification
requirements were modified to high
light quality considerations; and
receiving department procedures,
employee head count, training
requirements and equipment acquisi
tions were all modified to reflect the
increased importance of material
testing. Production processes were
altered, and additional quality
assurance personnel hired.
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Consistency of activity-level objectives with
each other. For example, consider whether:
• They are complementary and reinforcing within
activities.
• They are complementary and reinforcing
between activities.
Relevance of activity-level objectives to all
significant business processes. For example,
consider whether:
• Objectives are established for key activities in
the flows of goods and services and support
activities.
• Activity-level objectives are consistent with past
practices and performances or with industry or
functional analogues, or the reasons for variance
have been considered.
• Objectives are established for each significant
activity. These activities may include, among
others (the activities listed derive from a generic
business model, pages 52 to 55; illustrative objec
tives for each of these activities are presented in
the Reference Manual, pages 57 to 129):
Inbound
Operations
Outbound
Marketing and Sales
Service
Procurement
Technology Development
Human Resources
Manage the Enterprise
Manage External Relations
Provide Administrative Services
Manage Information Technology
Manage Risks (of accident or other insurable
loss)
Manage Legal Affairs
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Activity-level objectives are designed
to support achievement of entity-wide
objectives. To ensure consistency,
senior management reviews objec
tives of all activities for which they
are responsible. The CEO also
reviews activity-level objectives to
provide a broad perspective and to
ensure consistency.
Supervised by the appropriate vice
president, each department annually
reviews its participation in business
processes to ensure they support
activity-level objectives. Specific
attention is devoted to adequacy of
information and to the appropriate
ness of each employee's activities.
Activity-level objectives are consis
tent with the company's objectives and
practices of the last four years. Com
panies within the industry share
similar objectives andpractices.
Each department or unit develops
objectives in conjunction with the
annual business plan update. See
pages 182 to 199 for analysis of
“Inbound” activities. [Similar analy
ses for other activities are not
shown.]

Plan
Process Accounts Payable
Process Accounts Receivable
Process Funds
Process Fixed Assets
Analyze and Reconcile
Process Benefits and Retiree Information
Process Payroll
Process Tax Compliance
Process Product Costs
Provide Financial and Management
Reporting
• Specificity of activity-level objectives. For Activity-level objectives are as spe
cific as possible. They are defined in a
example, consider whether:
manner that makes determination of
• Objectives include measurement criteria.
objective achievement a fairly simple
matter
• Adequacy of resources relative to objectives. Business plans and budgets are based
on and drive needs and allocations.
For example, consider whether:
They also serve as a “reality check” on
• Management has identified the resources needed new initiatives. For instance, the busi
to achieve the objectives.
ness plan for developing a line of
• Plans exist for acquiring necessary resources navigational equipment indicated
(e.g., financing, personnel, facilities, technology). that the necessaryfinancial and man
agement resources could be obtained
only at unacceptably high cost and
risk. Accordingly, the plan was dis
carded.
• Identification of objectives that are im por The company has prioritized activ
tant (critical success factors) to achievement ity-level objectives into three
of entity-wide objectives. For example, consider categories—critical, important and
whether:
supportive. These prioritizations are
reviewed regularly and whenever a
• Management has identified what must go right, changed condition requires modifica
or where failure must be avoided, for entity-wide tion of objectives or how the company
objectives to be achieved.
does business.
• Capital spending and expense budgets are based
on management’s analysis of the relative impor
tance of objectives.
• The objectives serving as critical success factors
provide a basis for particular management focus.
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Involvement of all levels of m anagem ent in
objective setting and extent to which they are
committed to the objectives. For example, con
sider whether:
• Managers participate in establishing activity
objectives for which they are responsible.
• Procedures exist to resolve disagreements.
• Managers support the objectives, and do not have
“hidden agendas.”

All managers are involved in estab
lishing entity-wide objectives. Final
decisions are made by senior manage
ment (CFO, manufacturing and
marketing vice presidents), after con
sidering the managers' input.
Modifications to activity-level objec
tives are discussed by the appropriate
vice president and unit manager.
Unresolved issues are addressed by
the CEO. Unit plans are modified as
necessary based on the final objec
tives.

Conclusions/Actions Needed

Activity-level objectives are linked to the entity-wide objectives. Managers' involvement in developing
the activity-level objectives contributes to establishing achievable goals.

Risks

An entity’s risk-assessment process should identify and
consider the implications of relevant risks, at both the
entity level and the activity level. The risk-assessment
process should consider external and internal factors
that could impact achievement of the objectives, should
analyze the risks, and provide a basis for managing
them.
• A dequacy of m echanism s to identify risks
arising from external sources. For example,
consider whether management considers risks
related to:
• Supply sources
• Technology changes
• Creditor’s demands
• Competitor’s actions
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Management obtains input on entity
risks from industry consultants and
analysts, lawyers, external auditors
and board members. Management's
assessment of key risksfollows:
Risk: Vendor's inability to supply
materials that consistently meet the
Company'sproduction specifications.

Economic conditions
Political conditions
Regulation
Natural events

The Company has an effective quality
control function and monitors each
vendor’s performance. Procedures at
the Inbound Activity level are ade
quate to address this risk.
Risk: Insufficient vendor production
capacity to meet the Company’s
demandfor materials.
Several major vendors are available
to meet the Company’s supply needs.
Appears to be little exposure to a
shortage of suppliers. The Company’s
Purchasing Activity monitors avail
able vendors.
Risk: Significant jump in material
costs due to changes in demand or
economic conditions.
Material costs do fluctuate periodi
cally in response to changes in
commodities prices. Company should
consider using futures contracts for
certain m aterials to hedge cost
increases.
Risk: Federal Trade Commission
investigation of Laker Parts acquisi
tion for possible restraint of trade.
The Company projects having a 2%
and 10% share of the domestic and
foreign markets, respectively. An
unfavorable ruling is unlikely.
Risk: Assessments from the Internal
Revenue Service’s examination of
“open federal income tax returns.
Tax returns for the three previous
years are open for IRS examination.
The Company maintains conserva
tive tax practices and has established
reservesfor possible tax assessments.
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Risk: FAA may place further onerous
requirements on production of
replacement parts used in the airline
industry.
It is likely that the FAA will require
replacementparts to be more durable.
Research and developm ent is
currently considering alternative
production processes and materials.
We are probably slightly ahead of
competitors in this regard.
Risk: A major competitors penetra
tion offoreign markets as a result of
its recent acquisition of a German
company, jeopardizing A B C ’s
achieving a 10% share of the foreign
market within five years.
Sales and Marketing Activities are
considering this factor in developing
strategies to penetrateforeign markets
and achieve the Company’s growth
objectives.
Risk: Pentagon cutbacks on defense
spending could result in excess pro
duction capacity.
ABC has a 3-year backlog ofgovern
ment contracts. No immediate impact
ofgovernment spending reductions.
Risk: Economic and political condi
tions could curb commercial airline
travel and reduce demand for new
aircraft.
Airline travel may fa ll during the
next several years but demand for
parts should remain strong, due to a
large backlogfor new aircraft and an
aging airline fleet. No significant
impact is expected.
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• A dequacy of m echanism s to identify risks
arising from internal sources. For example,
consider whether management considers risks
related to:
• Human resources, such as retention of key man
agement personnel or changes in responsibilities
that can affect the ability to function effectively.
• Financing, such as availability of funds for new
initiatives or continuation of key programs.
• Labor relations, such as compensation and bene
fit programs to keep the entity competitive with
others in the industry.
• Information systems, such as the adequacy of
back-up systems in the event of failure of systems
that could significantly affect operations.

Risk: An unstable US. dollar coupled
with increasedsales toforeign compa
nies could result in foreign currency
exchange losses.
Consider hedging foreign currency
transactions.
Risk: ABC’s major competitors have
modernizedproduction processes and
reduced their laborforce by 15%. The
Company has been slow to do likewise.
This needs immediate attention, or
there could be a risk oflosing business.
Risksfrom internal sources are eval
uated. Managements assessment of
such risksfollows:
Risk: The Company may experience
short-term cash flow problems
because of its recent acquisition of
Laker Parts and its plans to increase
cash dividends to shareholders.
Projections show that combining
Laker Parts and ABC will result in
annual cash savings ofapproximately
$2.8 million per year, starting third
quarter this year. Cash flow from
operations ofapproximately $2.5 mil
lion is sufficient to service the
acquisition debt. Capital expendi
tures are being financed through
long-term collateralized financing.
The Company has additional borrow
ing capacity, as evidenced by an
unused $4.5 million revolving line of
credit. No further actions are neces
sary to control this risk.
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Risk: Profit margins on certain prod
uct lines are shrinking.
ABC is shifting the emphasis on cer
tain product lines, moving awayfrom
lower-margin products to highermargin, flight-safety-criticalparts. In
addition, expanding markets in
Europe offer new opportunities. The
business plan addresses these issues,
and performance to plan should be
closely monitored. No additional
actions are necessary.
Risk: Labor strife.
ABC foresees no labor problems. The
union workforce is fully staffed with
experienced and capablepeople. Rela
tions with the Company's in-house
labor bargaining unit are good. The
union contract is scheduled to be rene
gotiated in 1992. No action needed.
Risk: Because of the recent acquisition
of Laker Parts, selected administra
tive positions have been eliminated,
creating uncertainty among some
employees about long-term job secu
rity.
Management has taken steps to limit
falloutfrom these layoffs:
—Management has communicated
why the layoffs were necessary, and
provided evidence that they relate
solely to the acquisition and not to
long-term business problems.
-Terminated employees were given
generous severance packages.
—Supervisory personnel are moni
toring employee morale.
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• Identification of significant risks for each
significant activity-level objective. (Consider
risks identified with respect to each of the activities
identified under “activity-level objectives”; illustra
tive risks relative to common objectives are
presented in the Reference Manual, pages 57 to
129.)
• T h o ro u g h n ess and relevance of the risk
analysis process, including estim ating the
significance of risks, assessing the likelihood
of their occurring and determ ining needed
actions. For example, consider whether:
• Risks are analyzed through formal processes or
informal day-to-day management activities.
• The identified risks are relevant to the corre
sponding activity objective.
• Appropriate levels of management are involved
in analyzing the risks.

Risk: Integrating the operations and
information systems of Laker Parts
could disrupt existing operations (e.g,
manufacturing, quality assurance
and marketing).
The Vice President-Operations has
been charged with the responsibility
of integrating the Laker Parts opera
tion. The integration plan, approved
by the CEO, includes deadlines and
performance measures. The status of
integration and any deviation from
schedule are reported weekly.
Business plans and budgets for key
activities relate activity-level objec
tives to risks and action plans. See
pages 182 to 199. [Similar analyses
for other activities are not shown.]
As noted, the business planning and
budgeting process includes analyzing
risks that might affect the company.
Senior management also has monthly
meetings to discuss recent events and
how the company might be affected.
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Conclusions/Actions Needed

The company's process for identifying and analyzing risk is adequate based on the nature of the
company's operations. Items identified as needing attention include:
—Consider techniques to hedge cost increasesfor certain materials.
—Immediately assessprogress on modernizingproduction processes.
—Monitor integration and market/product-shiftprojects.

Managing Change

Economic, industry and regulatory environments
change and entities’ activities evolve. Mechanisms are
needed to identify and react to changing conditions.
• Existence of mechanisms to anticipate, iden
tify and react to routine events or activities
that affect achievement of entity or activitylevel objectives (usually im plem ented by
m anagers responsible for the activities that
would be most affected by the changes). For
example, consider whether:
• Routine changes are addressed as part of the
normal risk identification and analysis process, or
through separate mechanisms.
• Risks and opportunities related to the changes
are addressed at sufficiently high levels in the
organization so their full implications are identi
fied and appropriate action plans formulated.
• All activities within the entity significantly
affected by the change are brought into the proc
ess.
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Functional managers identify routine
events or changing conditions affect
ing their spheres of responsibility.
Management holds semimonthly
meetings where identified changes are
discussed and action plans are for
m ulated. Follow-up occurs at
subsequent meetings, with decisions
made regarding the needfor new con
trols.

• Existence of m echanism s to identify and
react to changes that can have a more dra
matic and pervasive effect on the entity, and
may demand the attention of top manage
ment. For example, for each of the following areas
of potential change, consider whether:
Changed operating environment:
• Market research or other programs identify major
shifts in customer demographics, preferences or
spending patterns.
• The entity is aware of significant shifts in the
workforce—externally or internally—that could
affect available skill levels.
• Legal counsel periodically updates management
on the implications of new legislation.
New personnel:
• Special action is taken to ensure new personnel
understand the entity’s culture and perform
accordingly.
• Consideration is given to key control activities
performed by personnel being moved.
New or redesigned information systems:
• Mechanisms exist to assess the effects of new
systems.
• Procedures are in place to reconsider the appro
priateness of existing control activities when new
computer systems are developed and go “live.”
• Management knows whether systems develop
ment and implementation policies are adhered to
despite pressures to “short-cut” the process.
• Attention is given to the effect of new systems on
information flows and related controls, and
employee training, including focus on employee
resistance to change.
Rapid growth:
• Systems capability is upgraded to handle rapidly
increasing volumes of information.

Management uses a variety of mecha
nisms to identify events or activities
that may affect achievement of objec
tives. These include review ing
business and industry publications,
participation in industry associa
tions, and use ofconsultants and other
professionals to acquire specific infor
mation. Outside counsel monitors
legal developments that could affect
the company. Top management moni
tors changes in the national economy
and the health ofthe aircraft industry
(eg., new orders, backlogs, types ofair
craft being ordered, changing technol
ogies, employment levels) through an
industry reporting service. Activities
of competitors are monitored through
trade association affiliations, fre
quent interaction with the aircraft
manufacturers and analysis of com
petitor proposal bids.
The company has had little turnover,
especially in key controlfunctions. All
new employees or executives (eg,from
Laker Parts) in such key positions are
carefully supervised initially to
ensure the appropriateness of their
actions and focus.
The Vice President of Engineering/
Research monitors new technologies
that can be incorporated in the com
pany's products, or are being
developed by competitors. Such tech
nologies are brought to the attention
of senior management and the board.
The Vice President of Operations
monitors technological developments
that could be used in the manufactur-
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• Workforce in operations, accounting and data
processing is expanded as needed to keep pace
with increased volume.
• A process for revising budgets or forecasts exists.
• A process exists for considering interdepartmen
tal implications of revised unit objectives and
plans.
New technology:
• Information on technological developments is
obtained through reporting services, consultants,
seminars or perhaps joint ventures with compa
nies in the forefront of research and development
relevant to the entity.
• New technologies, or applications, developed by
competitors are monitored.
• Mechanisms exist for taking advantage, and con
trolling the use, of new technology applications,
incorporating them into production processes or
information systems.
New lines, products, activities and acquisitions:
• The ability exists to reasonably forecast operat
ing and financial results.
• The adequacy of existing information systems
and control activities for the new line, product or
activity is assessed.
• Plans are developed for recruiting and training
people with the requisite expertise to deal with
new products or activities.
• Procedures are in place to track early results, and
to modify production and marketing as needed.
• Financial reporting, legal and regulatory require
ments are identified and complied with.
• The effects on other company products, and on
profitability, are monitored.
• Overhead allocations are modified to reflect
product contribution accurately.
Corporate restructuring:
• Staff reassignments or reductions are analyzed
for their potential effect on related operations.
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ing process, and the CFO and
Information Systems manager iden
tify new technologies that can be
incorporated in the company's infor
mation systems. Implementation
plans are developed by department
or activity managers and senior man
agement, and approved by the board
of directors.
When considering development ofnew
product lines, considerable attention
is given to customer demand, produc
tion capabilities, profitability
implications, information systems
needs, etc. The “new product develop
ment"form provides the disciplinefor
focusing on these issues.
Staff reassignments or reductions as a
result of the Laker Parts acquisition
are approved by the vice president
responsible for each activity. Manag
ers and supervisors have been told to
be particularly sensitive to signs of
possible morale problems. Manage
ment has held employee meetings to
explain the reasonsfor the reductions
and to emphasize the strength and
stability of ABC, Inc. Unit managers
meet individually with their VP. to
decide what action might be needed to
alleviate morale problems.
Because the company plans on
expanding its penetration of the
European market, we have hired
localpersonnel with substantial avia
tion experience to lead operations in
key countries, including the U.K.,
G erm any and France. Their
responsibilities include monitoring

• Transferred or terminated employees’ control
responsibilities are reassigned.
• Impact on morale of remaining employees, after
major downsizing, considered.
• Safeguards exist to protect against disgruntled
former employees.
Foreign operations:
• Management keeps abreast of the political, regu
latory, business and social culture of areas in
which foreign operations exist.
• Personnel are made aware of accepted customs
and rules.
• Alternative procedures exist in case activities of
or communication mechanisms with foreign
operations are interrupted.

changes in the industry and business
community, focusing particularly on
the unification of the European Com
munity.

Conclusions/Actions Needed

Controls to identify and react to changes are adequate.
Continue to watch for potential morale weakness from former Laker Parts employees. Consider
having human resourcesperiodically survey attitudes and monitorperformance.

Component Summary—Conclusions/Actions Needed

The procedures for linking company-wide objectives with activity-level objectives are appropriate.
Manager involvement at all levels contributes to establishing achievable goals. Risk assessment
processes for identifying and analyzing risks are appropriate, as are the mechanisms to monitor
changing conditions.
Management should consider techniques to mitigate risk ofprice fluctuation for certain materials.
Management should also determine how to speed progress in modernizing plant facilities. Morale
weaknessfrom the Laker Parts acquisition should continue to be monitored.
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Control Activities
Points of Focus

Control activities encompass a wide range of policies
and the related implementation procedures that help
ensure that management’s directives are effected. They
help ensure that those actions identified as necessary to
address risks to achieve the entity’s objectives are
carried out.
• Existence of appropriate policies and proce
dures necessary with respect to each of the
entity’s activities.
All relevant objectives and associated risks for each
significant activity should have been identified in
conjunction with evaluating Risk Assessment. Ref
erence may be made to the Reference Manual
(pages 57 to 129) which presents, for common busi
ness activities, illustrative objectives, risks, and
“points of focus for actions/control activities.” The
listings in that latter column may be useful in iden
tifying what actions management has directed to
address the risks, and considering the appropriate
ness of control activities the entity applies to see
that the actions are carried out. It should be recog
nized that points of focus for general controls (or
general computer controls) are presented in the
Reference Manual under the activity “Manage
Information Technology.”
• Identified control activities in place are being
applied properly. For example, consider whether:
• Controls described in policy manuals are actually
applied and are applied the way that they’re sup
posed to be.
• Appropriate and timely action is taken on excep
tions or information that requires follow-up.
• Supervisory personnel review the functioning of
controls.

Description/Comments

Unit managers develop controls rele
vant to their particular activity's
plans and programs. Controls for
critical success factors are reviewed
by the respective Vice Presidents. See
pages 182 to 199for control activities
related to the inbound activity. [Sim
ilar analyses for other activities are
not shown.]

ABC's policies require, and training
programs emphasize the importance
of, following up on deviations from
expected results orplans to determine
the causefor the deviation. Employees
are evaluated on their follow-up
actions.
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Component Summary—Conclusions/Actions Needed

The company'sprocessfor identifying controlactivities is based on its objectives and risks, and appears
to be effective.
Control activities are in place for significant plans and programs. They are responsive to manage
ments needs.
Actions needed with respect to inbound activities:
—Policies and procedures must be developed to improve the flow of large quantities of materials
through receiving and testing.
—Consideration should be given to eliminating any overlap in the use of engineering personnel in
initial testing.
—Management should consider establishingpolicies to controlsituations wherepersonnelplace undue
pressure on receiving to accept materials.
—Management should consider providing training on laws and regulations relating to hazardous
materials.

168

Information and Communication
Points of Focus

Description/Comments

Inform ation

Information is identified, captured, processed and
reported by information systems. Relevant information
includes industry, economic and regulatory information
obtained from external sources, as well as internally
generated information.
• O btaining ex tern al and in tern al inform a
tio n , an d p ro v id in g m a n a g e m e n t w ith
n ecessary rep o rts on the en tity ’s p e rfo r
mance relative to established objectives. For
example, consider whether:
• Mechanisms are in place to obtain relevant
external information—on market conditions,
competitors’ programs, legislative or regulatory
developments and economic changes.
• Internally generated information critical to
achievement of the entity’s objectives, including
that relative to critical success factors, is identi
fied and regularly reported.
• The information that managers need to carry out
their responsibilities is reported to them.

• Providing inform ation to the right people in
sufficient detail and on time to enable them
to carry out their responsibilities efficiently
and effectively. For example, consider whether:
• Managers receive analytical information that
enables them to identify what action needs to be
taken.
• Information is provided at the right level of detail
for different levels of management.
• Information is summarized appropriately, provid
ing pertinent information while permitting

The entity-wide strategic plan, devel
oped by management, identifies the
internally and externally generated
information required to analyze and
monitor the entity-wide objectives.
Information derived from external
sources, such as Dun & Bradstreet,
trade association publications and
outside counsel, includes industry,
economic and regulatory data for
analysis of market and industry
trends, safety records, market share
information and compliance with
aviation standards. Internally gener
ated information includes reports of
gross margins on various product
lines and service quality offered by
the Company. (See also Risk Assess
ment.)
Project groups, in liaison with the
Information Systems Steering Com
mittee, identify information required
by users to run the Company's opera
tions effectively, and are responsible
for ensuring that any deficiencies in
the current information systems are
addressed by the information system
initiatives.
Information due dates have been
clearly defined and agreed upon by
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closer inspection of details as needed rather than
just a “sea of data.”
• Information is available on a timely basis to allow
effective monitoring of events and activities—
internal and external—and prompt reaction to
economic and business factors and control
issues.
• Development or revision of inform ation sys
te m s b a s e d o n a s t r a t e g i c p la n fo r
inform ation system s—linked to the entity’s
overall strategy—and responsive to achiev
in g th e e n tity -w id e a n d a c tiv ity -le v e l
objectives. For example, consider whether:
• A mechanism (e.g., an information technology
steering committee) is in place for identifying
emerging information needs.
• Information needs and priorities are determined
by executives with sufficiently broad responsibil
ities.
• A long-range information technology plan has
been developed and linked with strategic initia
tives.
• M anagem ent’s support for the development
of necessary inform ation systems is demon
strated by the com m itm ent of appropriate
resources—hum an and financial. For example,
consider whether:
• Sufficient resources (managers, analysts, pro
grammers with the requisite technical abilities)
are provided as needed to develop new or
enhanced information systems.

management. Actual performance,
including availability and response
times, is monitored weekly and
reported to the CFO.

The strategic plan for information
systems is developed by the Informa
tion Systems Steering Committee,
comprising management representa
tives from each user activity area.
The plan is updated annually in con
junction with revisions of the
Company’s business plan, and on an
interim basis whenever significant
revisions are made to the business
plan, to ensure that information sys
tems continue to support the entity’s
needs.
Management established the Informa
tion Systems Steering Committee,
whose members devote substantial
time to evaluating the adequacy of
existing systems and developing rec
ommended system enhancements.

Conclusions/Actions Needed

Information systems provide management with the information it wants, and on a timely basis, to
manage the company effectively.
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Communication

Communication is inherent in information processing.
Communication also takes place in a broader sense,
dealing with expectations and responsibilities of indi
viduals and groups. Effective communication must
occur down, across and up an organization and with
parties external to the organization.
• Effectiveness with which employees’ duties
and control responsibilities are com m uni
cated. For example, consider whether:
• Communication vehicles—formal and informal
training sessions, meetings and on-the-job super
vision—are sufficient in effecting such
communication.
• Employees know the objectives of their own
activity and how their duties contribute to
achieving those objectives.
• Employees understand how their duties affect,
and are affected by, duties of other employees.

• Establishment of channels of communication
for people to report suspected improprieties.
For example, consider whether:
• There’s a way to communicate upstream through
someone other than a direct superior, such as an
ombudsman or corporate counsel.

Following issuance of the annual
report, the CEO holds a meeting with
employees to review the year’s results.
He also discusses the company-wide
objectives for the coming year, and
how management intends to achieve
those objectives. Following that meet
ing, departmental vice presidents
meet with unit personnel to explain
how the activities ofthat unit relate to
achieving the company-wide objec
tives.
As part of in itial training, a ll
employees are provided with infor
mation regarding their duties and
how those duties im pact other
employees in their own and other
units. Many employees are crosstrained, which further strengthens
this understanding. Each employee
receives an annual evaluation, dur
ing which his or her responsibilities
are discussed, to ensure he or shefully
understands them.
The employee handbook states that
suspected violations of company poli
cies or behavioral standards should
be reported to a vice president, as
described above. Such reports can be
made anonymously.
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• Anonymity is permitted.
• Employees actually use the communication
channel.
• Persons who report suspected improprieties are
provided feedback, and have immunity from
reprisals.

Receptivity of m anagem ent to employee sug
gestions of ways to enhance productivity,
quality or other sim ilar improvements. For
example, consider whether:
• Realistic mechanisms are in place for employees
to provide recommendations for improvement.
• Management acknowledges good employee sug
gestions by providing cash awards or other
meaningful recognition.
A dequacy of co m m unication a cro ss the
organization (for example, between procure
m ent and p ro d u ctio n activities) and the
completeness and timeliness of inform ation
and its sufficiency to enable people to dis
charge their responsibilities effectively. For
example, consider whether:
• Salespeople inform engineering, production and
marketing of customer needs.
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Employees have utilized existing
communication channels to report
suspected improprieties. Addition
ally, employeesfrom time to time ask
their supervisors for policy interpre
tations andfor guidance when proper
actions or behavior is not clearly evi
dent.
The company does not provide feed
back to employees who report
suspected improprieties, except to
thank themfor their concern. Employ
ees who r e p o r t s u s p e c t e d
improprieties are immune from
reprisals, unless it is discovered (as
occurred once) that the report was
fabricated and filed with malicious
intent. Management encourages
employees to report suspected impro
prieties and has investigated all such
reports.
Senior management is receptive to
constructive suggestions regardless of
their source. On several occasions,
cash awards have been madefor par
ticularly good suggestions. Several
department managers are not recep
tive to such suggestions, and are being
encouraged to be more open to them.
Communication between departments
or units is generally good. Employees
are evaluated on how well they work
with other activities. Also, manyfunc
tions are integrated for purposes of
bonus computations. Sales, procure
ment, inbound and manufacturing,
for example, are all evaluated based
on a number of factors, including
profitability.

• Accounts receivable personnel advise the credit
approval function of slow payers.
• Information on competitors’ new products or
warranties reach engineering, marketing and
sales personnel.
• Openness and effectiveness of channels with
customers, suppliers and other external par
ties for com m unicating inform ation on
changing customer needs. For example, con
sider whether:
• Feedback mechanisms with all pertinent parties
exist.
• Suggestions, complaints and other input are cap
tured and communicated to relevant internal
parties.
• Information is reported upstream as necessary
and follow-up action taken.
• Extent to which outside parties have been
made aware of the entity’s ethical standards.
For example, consider whether:
• Important communications to outside parties are
delivered by management level commensurate
with the nature and importance of the message
(e.g., senior executive periodically explains in
writing the entity’s ethical standards to outside
parties).
• Suppliers, customers and others know the entity’s
standards and expectations regarding actions in
dealing with the entity.
• Such standards are reinforced in routine dealings
with outside parties.
• Improprieties by employees of external parties
are reported to the appropriate personnel.

Salespeople actively seek feedback
from customers as it relates to com
plaints, design improvement, repair
needs, and the like. Input is communi
cated to the appropriate personnel
(eg., engineering and production) at
the biweekly jo int departmental
meetings. Sales and operating man
agement meet with key customers and
suppliers periodically to obtain first
hand input.
Management does notformally notify
outside parties of ethical standards
and expectations. However, the entity
has a well-known reputation within
the community and the industry of
being honest and ethical, and its repu
tation is reinforced in dealings with
outside parties. Letters received by
the CEO, as well as input received in
discussions with key customers and
suppliers, evidence appropriate
behavior
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• Timely and appropriate follow-up action by
m anagem ent resu ltin g from com m unica
tions received from custom ers, vendors,
reg u lato rs or o th er e x te rn al p arties. For
example, consider whether:
• Personnel are receptive to reported problems
regarding products, services or other matters,
and such reports are investigated and acted
upon.
• Errors in customer billings are corrected, and the
source of the error is investigated and corrected.
• Appropriate personnel—independent of those
involved with the original transactions—process
complaints.
• Appropriate actions are taken and there is follow
up communication with the original sources.
• Top management is aware of the nature and vol
ume of complaints.

Management follows up quickly on
communications from outside parties
that indicate problems within the
internal control system, or that
employees may have acted inappro
priately. These external sources are
viewed as valuable indicators of
potential problems that need to be
addressed. Customer complaints and
relatedfollow-up actions are reported
formally to the CEO. Management
requires a response to all external
communications, indicating the inves
tigation results, and thanking the
initiatorfor his or her time and effort.

Conclusions/Actions Needed

Generally, communication within the company, and between the company and external parties, is
effective. Thefollowing items will be considered to enhance effective communicationfurther:
—Develop a formal corporate code of conduct.
—Further encourage department managers to solicit and consider constructive suggestions from
personnel at all levels.

Component Summary —Conclusions/Actions Needed

Information and communication policies and procedures are effective. Management should consider
developing a formal corporate code of conduct and encouraging department managers to solicit and
consider constructive suggestionsfrom personnel.
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Monitoring
Points of Focus

Description/Comments

Ongoing M onitoring

Ongoing monitoring occurs in the ordinary course of
operations, and includes regular management and
supervisory activities, and other actions personnel take
in performing their duties that assess the quality of
internal control system performance.
• Extent to which personnel, in carrying out
their regular activities, obtain evidence as to
w hether the system of internal control con
tin u e s to fu n c tio n . For example, consider
whether:
• Operating management compares production,
inventory, sales or other information obtained in
the course of their daily activities to systemsgenerated information.
• Integration or reconciliation of operating infor
mation used to manage operations with data
generated by the financial reporting system.
• Operating personnel are required to “sign off” on
the accuracy of their units’ financial statements,
and are held responsible if errors are discovered.

• Extent to which communications from exter
nal parties corroborate internally generated
inform ation, or indicate problems. For exam
ple, consider whether.
• Customers implicitly corroborate billing data by
paying their invoices, or customer complaints

Senior management is actively
involved in all operations of the com
pany, and has direct contact with
customers, suppliers, production
activities, bankers, inventory control,
etc. Managementfrequently challenges
financial and management reports
that are inconsistent with its knowl
edge.
Many of the reports used to manage
activities are integrated with the
financial reporting system and with
reports used by other activities.
Because ofthe integrated nature ofthe
company's information systems, signif
icant differences or inconsistencies
are likely to be detected quickly. Oper
ating personnel are expected to
identify and report significant inac
curacies, or identify reports they
believe may be inaccurate. The Con
troller's staff also analyzes operating
reports and investigates apparent
inconsistencies withfinancial reports.
Management follows up on all com
municationsfrom outside parties that
indicate a problem may exist within
the company. Particular attention is
given to communications from cus
tomers, and government agencies,
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•
•
•
•

about billings—indicating system deficiencies in
the processing of sales transactions—are investi
gated for their underlying causes.
Communications from vendors and monthly
statements of accounts payable are used as a
control monitoring technique.
Suppliers’ complaints of unfair practices by pur
chasing agents are fully investigated.
Regulators communicate information to the
entity regarding compliance or other matters
that reflect on the functioning of the internal
control system.
Controls that should have prevented or detected
the problems are reassessed.

Periodic com parison of amounts recorded by
the accounting system with physical assets.
For example, consider whether:
• Inventory levels are checked when goods are
taken from inventory storage for shipment, and
differences betw een recorded and actual
amounts are corrected.
• Securities held in trust are counted periodically
and compared with existing records.
R esponsiveness to in te rn a l and e x te rn al
a u d ito r rec o m m e n d a tio n s on m ean s to
strengthen in tern al controls. For example,
consider whether:
• Executives with proper authority decide which of
the auditors’ recommendations will be imple
mented.
• Desired actions are followed up to verify imple
mentation.
Extent to which training seminars, planning
sessions and other meetings provide feed-
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such as the FAA. Monthly vendor
statements are reconciled to the
recorded accounts payable, and
accounts receivable balances are con
firmed, on a test basis, at least once a
year Problems are investigated and
resolved. Recently, several sales-tax
exempt customers complained they
were inappropriately charged sales
tax. Their accounts were corrected,
and investigation discovered a flaw
in a software update that did not
recognize certain exempt codes. The
software wasfixed, and the program
change controls are being reviewed.
Physical inventory counts are made
semiannually, and actual amounts
are compared with perpetual inven
tory records. D ifferences are
investigated. Fixed assets are counted
and compared with asset listings on a
cycle basis, no less than every three
years.
Internal and external auditor recom
mendations are reviewed by senior
management and the audit committee.
Appropriate follow-up actions are
taken and are communicated to the
fu ll board, as are the reasons any
recommendations are not acted upon.

Management has found that training
sessions and other meetings occasion-

back to management on whether controls op
erate effectively. For example, consider whether:
• Relevant issues and questions raised at training
seminars are captured.
• Employee suggestions are communicated
upstream and acted on as appropriate.
• Whether personnel are asked periodically to
state whether they understand and comply
with the entity’s code of conduct and regu
larly perform critical control activities. For
example, consider whether:
• Personnel are required periodically to acknowl
edge compliance with the code of conduct.
• Signatures are required to evidence performance
of critical control functions, such as reconciling
specified amounts.
• Effectiveness of internal audit activities. For
example, consider whether:
• There are appropriate levels of competent and
experienced staff.
• Their position within the organization is appro
priate.
• They have access to the board of directors or
audit committee.
• Their scope, responsibilities and audit plans are
appropriate to the organization’s needs.

ally providefeedback on control effec
tiv e n e ss a n d p a r tic ip a n ts '
understanding of their control
responsibility. Appropriate follow-up
action is taken.
The company has not developed a for
m al code of conduct. However,
expectations of behavior are outlined
in the employee manual, and manage
ment regularly reinforces these
expectations in both word and action.

The company recently established an
internal auditfunction, headed by an
experienced internal auditor with
Fortune 500 company experience. He
has one staffperson at this time.
The audit manager reports to the
CFO, and has access to all activities of
the company. The audit manager has
access to the audit committee, with
whom he meets quarterly. If he desires,
he may meet with them privately.
Internal audit salaries are deter
mined by the CFO, based on his
evaluation of their performances,
abilities, etc., with the audit commit
tee's approval.
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Conclusions/Actions Needed

Internal control monitoring is appropriate and sufficient. Management will consider the benefit of
formalizing a code ofconduct and requiringperiodic employee affirmation that they understandand
comply with the code. However; employee compliance with the behavior expectations outlined in the
employee manual is high. The internal auditfunction is new, and is expected to grow and become more
effective overtime.

Separate Evaluations

It is useful to take a fresh look at the internal control
system from time to time, focusing directly on system
effectiveness. The scope and frequency of separate
evaluations will depend primarily on an assessment of
risks, and ongoing monitoring procedures.
• Scope and frequency of separate evaluations
of the internal control system. For example,
consider whether:
• Appropriate portions of the internal control sys
tem are evaluated.
• The evaluations are conducted by personnel
with the requisite skills.
• The scope, depth of coverage and frequency are
adequate.
• A ppropriateness of the evaluation process.
For example, consider whether:
• The evaluator gains a sufficient understanding of
the entity’s activities.
• An understanding is obtained of how the system
is supposed to work and how it actually does
work.
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The Information Systems Steering
Committee assesses information sys
tem effectiveness on a high level. The
boardfocuses on the control environ
ment and monitoring functions,
obtaining inputfrom the CFO and the
auditors.
The evaluation process is informal. It
includes steps for understanding of
and analyzing key controls in place.

• An analysis is made, using the evaluation results
as measured against established criteria.
• W hether the methodology for evaluating a
system is logical and appropriate. For example,
consider whether:
• Such methodology includes checklists, question
naires or other tools.
• The evaluation team is brought together to plan
the evaluation process and ensure a coordinated
effort.
• The evaluation process is managed by an execu
tive with requisite authority.
• A ppropriateness of the level of docum enta
tion. For example, consider whether:
• Policy manuals, organization charts, operating
instructions and the like are available.
• Consideration is given to documenting the evalu
ation process.

The process is informal.

Lim ited documentation exists in
meeting minutes of the Board and the
Information Systems Steering Com
mittee.

Conclusions/Actions Needed

Consideration should be given to formalizing the evaluation process, and considering its scope of
coverage over time. The new internal auditor plans to perform an initial review of the established
evaluation process.
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Reporting Deficiencies

Internal control deficiencies should be reported
upstream with certain matters reported to top manage
ment and the board.
• Existence of mechanism for capturing and
reporting identified in tern al control defi
ciencies. For example, consider whether means
exist for obtaining reports on deficiencies:
• From both internal sources and external sources
(e.g., customers, suppliers, auditors, regulators).
• Resulting from ongoing monitoring or separate
evaluations.

Policies exist for the capturing and
reporting of deficiencies. For example,
the marketing department communi
cates customer complaints upstream
to ensure the proper department (e.g.,
shipping, production) is made aware
and takesfollow-up actions. Reaction
to external auditor reporting of defi
ciencies is well structured.
• A ppropriateness of reporting protocols. For Policies clearly identify to whom dis
covered deficiencies should be
example, consider whether:
reported. Generally, it is to the senior
• Deficiencies are reported to the person directly manager of the department under
responsible for the activity and to a person at evaluation, regardless of the level of
least one level higher.
controls being evaluated.
• Specified types of deficiencies are reported to
more senior management and to the board.
• A ppropriateness of follow-up actions. For Follow-up actions are monitored and
reported back to the senior manager
example, consider whether:
• The transaction or event identified is corrected.
• The underlying causes of the problem are inves
tigated.
• There is follow-up to ensure the necessary cor
rective action is taken.

Conclusions/Actions Needed

Thepolicies andprocedures in placefor reporting deficiencies are appropriate.

180

Component Summary—Conclusions/Actions Needed

Ongoing monitoring procedures are adequate. Management should considerformalizing a code of
conduct. The process for separate evaluations of the internal control system could be formalized.
Policiesfor reporting deficiencies appear to be appropriate.
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Risk Assessment and Control Activities Worksheet
Activity: INBOUND
_______________ Risk Analysis______________
Objectives
Manage Logistics

O,F,C

1. Materials are to be tested, and
either accepted and moved to stor
age, or rejected and returned for
credit on a timely basis.

O

2. Accurately process all information
related to goods received, and
make such information available
to appropriate activities on a
timely basis.

O,F

Risk Factors

Likelihood

Receipt of large quantities of Medium-High
materials may delay the receiving
and testing activities.

Information is not entered accu Medium
rately or on a timely basis.

Information needs of various Low
production units are not clearly
identified.

This evaluation tool is filled in for one activity (inbound) of ABC Company. When evaluating the risk
assessment and control activities company-wide, this tool would be completed for all significant activities.

NOTE:
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Actions/
Control Activities/
Comments

1. Production provides a weekly
report of those items most criti
cally needed to continue efficient
and uninterrupted production.
The Director of Procurement/
Receiving reviews materials to
be tested and prioritizes such
materials based on the weekly
report.
2. Certain engineering personnel
have been trained and are
available for short-term use in
testing certain types of materi
als.
3. Receiving reports are prenum
bered, and missing documents
are investigated twice weekly.
4. Information from receiving doc
uments is matched to open
purchase orders and subse
quently, to the vendor invoice.
5. Information needs of each activ
ity are reviewed semi-annually,
and communicated to informa
tion technology personnel.
Systems and reports are modi
fied as necessary.

Other
Objectives
Affected

Evaluation
and
Conclusion

Policies and procedures are insuffi
cient for timely processing. Policies
and procedures must be developed
to detail how materials shouldflow
through receiving and testing, in the
event of large amounts of material
being received, and how achieve
ment of the objective is to be
monitored. Additionally, using engi
neering personnel to test materials
may create conflicts between testing
and engineering, especially if such
use negatively affects achievement of
engineering objectives.
Controls are sufficient to achieve the
objective.
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Objectives

O,F,C

3. Ensure purchase orders are filled O
on a timely basis.

Risk Analysis
Risk Factors

Likelihood

Purchase orders are lost or not Medium
forwarded to inbound activities.

Due-date information is not Medium
available.

4. All materials received are accu
rately recorded.
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O,F

Actual quantities received may Medium-High
not equal the quantities indicated
on the purchase order or vendor
shipping documents.

Actions/
Control Activities/
Comments

Other
Objectives
Affected

6. When the purchase order is gen
erated, the system automatically
updates open purchase order
records. A hard copy of the pre
num bered form is sent to
receiving, which reviews open
purchase orders weekly, and
missing documents are investi
gated. The electronic records are
periodically reviewed to verify
their accuracy.
7. The system provides the option to
sort open purchase orders sev
eral ways, including by due date.
A weekly report ofopen purchase
orders due is prepared.
8. Goods received are counted, Production #10
weighed or otherwise verified as [Not shown]
to quantity.
9. Receipts are subject to second
count, on a random basis, by a
receiving department supervi
sor
10. Quantities received according to
the receiving report are matched
to the vendors shipping docu
mentation and to the purchase
order. Material shortages are
noted on the receiving documen
tation, and any excess material
is refused. In the case of excess
material, documentation is
signed by the transportation
company representative fo r
return to the vendor Documen
tation is forwarded to accounts
payable for further processing
and control activities.

Evaluation
and
Conclusion

Controls are sufficient to achieve the
objective.

Controls are sufficient to achieve the
objective.
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Objectives

O,F,C

Risk Analysis
Risk Factors

Likelihood

Receiving documentation may Low
not beprepared by receivingper
sonnel, or it may be lost.

5. Only materials actually received
and accepted are recorded.

O,F Receiving employees may prepare Low
erroneous receiving reports for
materials not actually received.

6. All materials returnedfor vendor O,F
credit are accurately recorded.
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Material return documentation Low-Medium
may be lost.

Actions/
Control Activities/
Comments

11. Receiving documents are sequen
tially prenumbered, and missing
documents are investigated
weekly.
12. Warehouse personnel will not
accept material without a copy of
appropriate receiving documen
tation. Material remaining in
the receiving department for
more than one day is investi
gated by a receiving supervisor
13. Vendor invoices will not beproc
essed unless matched with
proper receiving documenta
tion. Unmatched invoices are
investigatedpromptly.
14. Receiving reports are subject to
verification by the receiving
department supervisor
15. Receiving reports must be
matched to a material transfer
document signed by the autho
rized party who accepted the
materials from the receiving
department. Unmatched receiv
ing reports are investigated
weekly.
16. Material return forms are pre
num bered, a n d m issin g
documents are promptly investi
gated.

Other
Objectives
Affected

Evaluation
and
Conclusion

Controls are sufficient to achieve the
objective.

Controls are sufficient to achieve the
objective.
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Objectives

O,F,C

Risk Analysis
Risk Factors

Likelihood

Material return documentation Low
may not be prepared.

Material return documentation Low
may be inaccurate.

Receive

7. Only materials properly ordered
are accepted.

O

Employees may lack information Low
regarding properly ordered
goods.

8. Only materials which comply with
purchase order specifications are
accepted.

O

Material received from vendors Medium
may not comply with specifica
tions.
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Actions/
Control Activities/
Comments

Other
Objectives
Affected

Evaluation
and
Conclusion

17. If material is returned without
preparation of receiving docu
mentation, open purchase orders
will be investigated. If receiving
documentation is prepared, it
will not be matched with mate
rial transfer documentation.
Such unmatched receiving
reports are promptly followed
up, as described in #I 15 above.
18. Material return documentation
must be approved by a receiving
supervisor who verifies the
return document information.
19. Common carriers (i.e., trucking
companies, UPS, etc.) verify
materials being returned and
sign documentation indicating
their acceptance of such materi
als.
20. No materials are accepted with
out a properly authorized
purchase order on file in the
receiving department.
21. Materials received are testedfor
compliance with contract orpur
chase order specifications. All
tests are documented in accor
dance w ith p r e s c r ib e d
procedures and are reviewed by
the receiving department super
visor

Controls are sufficient to achieve the
objective.
Policies andprocedures appear ade
quate to achieve the objective.
However; consideration should be
given to situations where personnel
may place undue pressure on receiv
ing to accept materials (for instance,
in cases where shortages of certain
key materials threaten the efficiency
of or ability to continue production).
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Objectives

O,F,C

Risk Analysis
Risk Factors

Likelihood

Inbound activity personnel do not Low
understand the specifications due
to poor communication with pro
curement.

Testing procedures may become Low-Medium
obsolete.

Testing equipment may become Medium-High
obsolete or inaccurate.

Inbound activities personnel may Low
not test materials; or may not test
them properly.
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Actions/
Control Activities/
Comments

Other
Objectives
Affected

Evaluation
and
Conclusion

22. Receiving is provided a copy of
the contractor purchase order
with specifications clearly indi
cated. Specifications are
matched to vendor documenta
tion and test results before
m aterial is fo rw arded to
another department.
23. Testingprocedures are reviewed
and updated annually by the
Director of Procurement and the
Engineering Manager The pro
cedures are review ed and
approved by the Vice President
—Operations.
24. Testing equipment is checkedand
recalibrated every 30 days, or
upon the request ofthe equipment
operator; whichever is more fre
quent.
25. Testing equipment is reviewed
and recommendations for new
equipment are made in conjunc
tion with the review of testing
procedures noted in control #I
23. Approval of new equipment
is required of the Vice President
—Operations.
26. Test documentation is reviewed Production #10
by supervisory personnel. Mate [Not shown]
rials used to manufacture parts
critical toflight safety are subject
to random retesting. Discrepan
cies noted in retesting are
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_______________ Risk Analysis______________
Objectives

O,F,C

9. Ensure that materials transferred
from receiving to other activities
are completely and accurately
recorded.

O,F

Risk Factors

Likelihood

Proper documentation is notpre Low
pared.
Information may be inaccurate or Medium
incomplete.

Information may be input inaccu Medium
rately.

10. Precious metals are handled and
stored in a secure manner to pre
vent unauthorized access.
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O

Precious metals may be stolen.

High

Actions/
Control Activities/
Comments

investigated and appropriate
follow -up action is taken
(retraining, termination if high
number of discrepancies are
noted and training fa ils to
resolve the problem, etc.).
21. Production personnel monitor
problems related to materials
failing to meet engineering spec
ifications, and report such
results to procurement and
appropriate follow-up action is
taken.
28. Material cannot be transferred
without transfer documents.
29. Transfer documents must be
signed by both the receiving
employee and the employee
accepting the transfer. Both
employees verify its completeness
and accuracy.
30. Inventory is counted quarterly.
The physical count is compared
w ith perpetu al inventory
records. Differences are investi
gated.
31. Record-keeping of precious
metals is performed by an indi
vidual independent of those
employees responsible for han
dling and storage of the metals.

Other
Objectives
Affected

Evaluation
and
Conclusion

Controls are sufficient to achieve the
objective.

Controls are sufficient to achieve the
objective.
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_______________ Risk Analysis
Objectives

11. Properly transfer all materials
requisitioned, and only such mate
rials.

O, F , C ________ Risk Factors

O,F

Likelihood

Inadequate requisition proce Medium
dures.
Improper materials are trans Medium
ferred.

12. Completely and accurately record
all transfers to and from storage.
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O,F

Incomplete or inaccurate infor Medium
mation.

Actions/
Control Activities/
Comments

32. Theprecious metals are stored in
a locked and guarded location.
Surveillance cameras continu
ously record all entrances and
exits of the storage area.
33. A ll packages, briefcases, etc.,
removed from the facility by
employees are subject to inspec
tion by security personnel.
34. Physical counts of precious
metals are made monthly by
individuals with no responsibil
ity for record-keeping or storage
of the metals. The counts are
reconciled with the perpetual
records, and differences investi
gated.
35. Stores personnel transfer mate
rials to operations only on the
a u th o rity o f a p ro p erly
approved requisition.
36. Both stores and operations per
sonnel verify th at proper
materials are transferred and
both sign transfer documenta
tion.
37. Transfer documentation is
signed by both stores and opera
tions personnel, who verify its
accuracy.
38. Inventory is counted quarterly.
Differences from perpetual
records are investigated and
resolved.

Other
Objectives
Affected

Evaluation
and
Conclusion

Controls are sufficient to achieve the
objective.

Controls are sufficient to achieve the
objective.
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_______________ Risk Analysis
Objectives

O,F,C

________ Risk Factors_______

Transfer documents may be lost.
13. Hazardous materials are han
dled and stored in compliance
with Occupational Safety and
Health Administration (OSHA)
and other laws and regulations.

C

Medium

Employees may disregard haz Low
ardous material handling and
storage policies andprocedures.

Storage tanks may leak.
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Likelihood

Medium-High

Actions/
Control Activities/
Comments

39. Transfer documents are pre
num bered, w ith m issing
documents investigated weekly.
40. Employees responsible for han
dling and storing hazardous
materials are closely supervised,
and their work reviewed by
experienced supervisors. Devia
tions from specified policy are
treated as serious matters, and
disciplinary action is swift and
severe.
41. Employees responsible for han
dling and storing hazardous
materials are subject to regular
drug testing.
42. Storage tanks are inspected
annually. Any sign of irregular
ity is immediately investigated
and resolved.
43. Storage tanks are replaced at
90% of the manufacturers esti
mated useful life.
44. Water and soil samples, taken
from near the storage tanks, are
tested quarterly to detect leakage.
Any sign ofirregularity is imme
d ia tely in vestig a ted and
resolved.

Other
Objectives
Affected

Evaluation
and
Conclusion

Controls are adequate to achieve the
objective. However, employees are
not provided periodic training on
laws and regulations, nor on han
dling and storage techniques. This
training could provide assurance
that employees remain knowledge
able of such laws, regulations and
techniques. Additionally, it would
help ensure that employees remain
aware of the importance of comply
ing with company policies.
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_______________ Risk Analysis______________
Objectives

O,F,C

14. Federal and state Occupational
Safety and Health Administra
ti on ( OSHA) la w s a n d
regulations are complied with.

C

Risk Factors

Likelihood

Personnel may not be fam iliar Medium
with all OSHA requirements.

OSHA requirements may be vio Medium-High
lated due to errors, neglect or
intentional disregard.
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Actions/
Control Activities/
Comments

45. Monitoring systems to measure
pressure in pipelines used to
transport hazardous materials
are utilized to detect leaks or
other potential problems. These
systems are inspected quarterly.
Any sign ofirregularity is imme
diately in vestig a ted and
resolved.
46. Legal counsel, and the Vice Pres
ident—Operations review policy
and procedures quarterly. Such
policy andprocedures are modi
fied as necessary to comply with
OSHA requirements.
47. Legal counsel observes execution
of company policies and proce
dures on a regular basis.
Questionable acts are immedi
a tely in v e s tig a te d a n d
appropriate follow-up action is
taken.
48. Employees are encouraged to
report any suspected violations
to the office of the CEO. Employ
ees of the office of the CEO
follow-up on such communica
tion.

Other
Objectives
Affected

Evaluation
and
Conclusion

Controls are sufficient to achieve the
objective.
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Overall Internal Control System Evaluation
Internal Control Components

C ontrol E n v iro n m en t—
Does m anagem ent
adequately convey the mes
sage that integrity cannot be
compromised? Does a posi
tive control environment
exist, whereby there is an
attitude of control conscious
ness t h r o u g h o u t the
organization, and a positive
“tone at the top”? Is the com
petence of the entity’s people
commensurate with their
responsibilities? Are man
agement’s operating style, the
way it assigns authority and
responsibility and organizes
and develops its people
appropriate? Does the board
provide the right level of
attention?
R isk A ssessm en t —Are
entity-wide objectives and
supporting activity-level
objectives established and
linked? Are the internal and
external risks that influence
the success or failure of the
achievement of the objec
tives identified and assessed?
Are mechanisms in place to
identify changes affecting
the entity’s ability to achieve
its objectives? Are policies
and procedures modified as
needed?

Preliminary Conclusions/
Actions Needed
(see individual
evaluation tools)

Additional Considerations

Management has demonstrated
its commitment to integrity, eth
ical behavior and competence of
the Company's people, and has
communicated that commit
ment to a ll employees. The
company's control environment
is conducive to effective inter
nal control, and provides a
positive influence that enhances
the likelihood of achieving
ABC's objectives.

The board and I [CEO] are
considering the benefits ofafor
mal code of conduct. I am
monitoring the effectiveness of
the recent organizationalstruc
ture modifications, which
resulted from the Laker Parts
acquisition and divestiture of
the defense division, and will
introduce changes as appro
priate. In addition, newly
created key manager responsi
bilities will be evaluated over
time and changed as needed.
The Laker Parts acquisition has
resulted also in a duplication of
some accounting department
functions. Reviews ofpersonnel
requirements are underway.

The company-wide objectives
and strategiesprovide relevant
guidance on what the entity is
to achieve and how it will be
achieved. Resources are allo
cated to achieve objectives
commensurate w ith their
importance. A ctivity-level
objectives have been developed
to support achieving the com
pany-wide objectives. Those
activity-level objectives are
consistent with and complement
each other

The implications of competitive
pressuresfor long-term growth
andprofitability objectives will
continue to require the atten
tion of operating and financial
management. Such attention
will beprovided.
The development of new or
modified production processes
will be expedited to keep pace
with changes in the industry.
Further consolidation of the
commercial airline industry
and government re-regulation
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Internal Control Components

C ontrol A ctiv ities—Are
control activities in place to
ensure adherence to estab
l i shed pol i cy and t he
carrying out of actions to
address the related risks? Are
there appropriate control
activities for each of the
entity’s activities?
In fo rm a tio n and C om 
m u n i c a t i o n —Are
information systems in place
to identify and capture perti
nent information —financial
and nonfinancial, relating to
external and internal events
—and bring it to personnel in
a form that enables them to
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Preliminary Conclusions/
Actions Needed
(see individual
evaluation tools)

Additional Considerations

ABC management identifies
and assesses risk informally on
an ongoing basis, and formally
in conjunction with the annual
update of the business plan.
Appropriate actions are taken
to manage the risks. Hedgesfor
materials cost increases and
modernizing production proc
esses need to be addressed.
Controls to identify and react to
changes are adequate. We need
to continue to watch for poten
tia l morale weakness from
former Laker Parts employees.
C onsider having human
resources monitor attitudes and
performance.
Control activities have been
designed and implemented to
address significant risks related
to department and unit activity
objectives. Concerns raised re
materials testing and handling
hazardous materials need to be
addressed.

of the industry are changes that
could adversely affect the com
pany. These changes are
followed closely and strategies
are being developed to respond
to the changes.

Activities for testing materials
for determining whether to
accept or reject shipments, and
procedures for training opera
tions personnel on OSHA
requirements for disposal of
hazardous waste, w ill be
refined and formalized.

Information systems provide
management with the informa
tion needed, on a timely basis,
to manage the company effec
tively.
Generally, communication
within the entity and with
externalparties is effective. The
following items will be consid

Available information related
to competitors activities in the
development of lighter weight
materialsfor use in production,
and exposures to foreign
currency exchange losses from
an unstable U.S. dollar will be
obtained and considered in our
long-term strategies.

Internal Control Components

carry out their responsibili
ties? Does communication of
relevant information take
place? Is it clear with respect
to expectations and responsi
bilities of individuals and
groups, and reporting of
results? And does communi
cation occur down, across
and upward in the entity, as
well as between the entity
and other parties?
M onitoring —Are appro
priate procedures in place to
monitor on an ongoing basis,
or to periodically evaluate
the functioning of the other
components of internal con
trol? Are def i ci enci es
reported to the right people?
Are policies and procedures
modified as needed?

Preliminary Conclusions/
Actions Needed
(see individual
evaluation tools)______

Additional Considerations

ered to enhance effective com
munication further: Develop a
formal corporate code of con
duct, and further encourage
department managers to solicit
and consider constructive sug
gestions from personnel at all
levels.

A formalprogram to communi
cate the company's ethical
standards to vendors and other
outside parties will be devel
oped.

Internal control monitoring is
appropriate and sufficient.
Although employee compliance
with the behavioral expecta
tions outlined in the employee
manual is high, management
will consider the benefit offor
malizing a code of conduct and
requiring periodic employee
affirmation that they under
stand and comply with it. The
internal audit function is new,
and is expected to grow and
become more effective overtime.
The scope of separate evalua
tions needs to be considered.

Ongoing monitoring of the
former Laker Parts operation
is important to ensuring its
continued effectiveness and
overall consistency with the
consolidated company. Factors
of particular importance are
the appropriateness of its orga
n iza tio n a l structure and
assignment ofresponsibilities to
key managers. I plan to con
tinue to monitor these areas. I
will instruct the head of inter
nal audit to develop a formal
evaluation process.

Overall Conclusion

ABC’s system of internal control, as of December 31, 19xx, is effective and provides reasonable
assurance that the company’s financial reporting process is reliable, that the company has effective
proceduresfor ensuring compliance with applicable laws and regulations, and that management is
aware of the extent to which the company is moving toward achieving the operations objectives.
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